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Ed Skoudis

“ We are the music makers and  
we are the dreamers of the dreams.” 

   -Willy Wonka, Willy Wonka and the Chocolate Factory

Hello, Dear friends! May I call you that? 

My name is Ed Skoudis and I would like to invite you to a most 
wonderful SANS training event: SANS Pen Test Austin 2018. Why begin 
my invitation with a quote from the most imaginative Mr. Wonka? 
Let me tell you -- I feel the work that you and I get to do as infosec 
professionals can require just as much creativity as playing music 
or creating art.  That’s why we’ve always chosen to host this special 
event in Austin, Texas, a cultural hub of musicians, artists, filmmakers, 
artisans, and culinary chefs. And, just like them, we too, the ethical 
hackers, forensic analysts, cyber defenders get to spend our days 
creatively breaking, discovering, and fixing some of the world’s most 
complex problems. We are the music makers, the dreamers, the 
solution providers.

I do hope that, as you read this welcome letter and look through this 
brochure of all the courses we have at SANS Pen Test Austin, you begin 
to imagine yourself sitting in the classroom with your laptop open, an 
instructor at the front of the class passing on knowledge you’ve known 
existed but didn’t know where to get. Imagine that this information will 
transform the way you spend your days in your career and improve the 
security of your organization, as so many say it has done for them.

Not only will we be in Austin for the very best Pen Test training 
available, there will be so much more to give you the skills you are 
looking for, including:

What’s special about SANS Pen Test Austin?
 ▐ SANS Top Courses focused on Pen Testing: Learn hands-on skills 

that you can directly apply the day you get back to your job.
 ▐ NetWars, NetWars, NetWars: Enjoy three exciting nights of NetWars 

challenges, where you can have some fun while building serious 
InfoSec skills.

 ▐ Coin-A-Palooza: Earn up to five additional SANS Pen Test Challenge 
Coins (each with an integrated cipher challenge) based on your 
performance in SANS NetWars!

 ▐ SANS CyberCity: Take the opportunity to see the physical effects of 
a hack - meaning when you hack something, you’ll see the power 
grid go out, the train derail, and the missile fire.

 ▐ Welcome Night Reception: Join your fellow students for a night 
of games, networking, refreshments and snacks as you enjoy the 
Austin night sky. 



Register today for SANS Pen Test Austin 2018!   
www.sans.org/pentest

@SANSInstitute          
Join the conversation:  
#SANSAustin

Pen Test Austin 2018 MARCH 19-24

SANS Instructors 
SANS instructors are real-world practitioners who specialize in the subjects they 
teach. All instructors undergo rigorous training and testing in order to teach SANS 
courses, which guarantees what you learn in class will be up to date and relevant to 
your job. The SANS Pen Test Austin 2018 lineup of instructors includes:

MON 
3-19

TUE 
3-20

WED 
3-21

THU 
3-22

FRI 
3-23

SAT 
3-24

SEC401  Security Essentials Bootcamp Style

SEC504  Hacker Tools, Techniques, Exploits, and Incident Handling

SEC542  Web App Penetration Testing and Ethical Hacking

SEC560  Network Penetration Testing and Ethical Hacking

SEC573  Automating Information Security with Python

SEC575  Mobile Device Security and Ethical Hacking

SEC599  Defeating Advanced Adversaries – Implementing Kill Chain Defenses

SEC617  Wireless Penetration Testing and Ethical Hacking

SEC642  Advanced Web App Penetration Testing, Ethical Hacking, and 
Exploitation Techniques

SEC660  Advanced Penetration Testing, Exploit Writing, and Ethical Hacking

FOR500  Windows Forensic Analysis

FOR578  Cyber Threat Intelligence
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Courses at a Glance

Eric Conrad 
Senior Instructor 
@eric_conrad

Mark Baggett 
Senior Instructor 
@MarkBaggett

Rebekah Brown 
Instructor 
@PDXBek

Save $400 when you register and pay by January 24th using code EarlyBird18

Tim Medin 
Principal Instructor 
@timmedin

Adrien de Beaupre 
Certified Instructor 
@adriendb

Michael Murr 
Principal Instructor 
@mikemurr

Larry Pesce 
Certified Instructor 
@haxorthematrix

Ed Skoudis 
Faculty Fellow 
@edskoudis

Alissa Torres 
Certified Instructor 
@sibertor

Joshua Wright 
Senior Instructor 
@joswr1ght

Erik Van Buggenhout 
Certified Instructor 
@ErikVaBu

Robert Kirtley 
Instructor 
@RobertNKirtley

https://www.sans.org/event/pen-test-austin-2018/
https://www.sans.org/event/pen-test-austin-2018/
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https://www.sans.org/event/pen-test-austin-2018/schedule/course
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SEC401
Security Essentials Bootcamp Style

GSEC Certification
Security Essentials

www.giac.org/gsec

Six-Day Program 
Mon, Mar 19 - Sat, Mar 24 
9:00am - 7:00pm (Days 1-5) 
9:00am - 5:00pm (Day 6) 
46 CPEs 
Laptop Required 
Instructor: Robert Kirtley

Who Should Attend 
 ▐ Security professionals 

who want to fill the gaps 
in their understanding 
of technical information 
security

 ▐ Managers who want to 
understand information 
security beyond simple 
terminology and 
concepts

 ▐ Operations personnel 
who do not have 
security as their primary 
job function but need 
an understanding of 
security to be effective

 ▐ IT engineers and 
supervisors who need 
to know how to build 
a defensible network 
against attacks

 ▐ Administrators 
responsible for building 
and maintaining systems 
that are being targeted 
by attackers

 ▐ Forensic specialists, 
penetration testers, 
and auditors who need 
a solid foundation of 
security principles to be 
as effective as possible 
at their jobs

 ▐ Anyone new to 
information security 
with some background 
in information systems 
and networking

Learn the most effective steps to prevent attacks and detect adversaries with 
actionable techniques that you can directly apply when you get back to work. 
Learn tips and tricks from the experts so that you can win the battle against the 
wide range of cyber adversaries that want to harm your environment.

Is SEC401: Security Essentials Bootcamp Style the right course for you? 

STOP and ask yourself the following questions:
 ▐ Do you fully understand why some organizations get compromised and others 

do not?
 ▐ If there were compromised systems on your network, are you confident that 

you would be able to find them?
 ▐ Do you know the effectiveness of each security device and are you certain that 

they are all configured correctly?
 ▐ Are proper security metrics set up and communicated to your executives to 

drive security decisions?

If you do not know the answers to these questions, SEC401 course will provide 
the information security training you need in a bootcamp-style format that is 
reinforced with hands-on labs.

Learn to build a security roadmap that can scale today and into the future.
SEC401: Security Essentials Bootcamp Style is focused on teaching you the 
essential information security skills and techniques you need to protect and 
secure your organization’s critical information assets and business systems. 
Our course will show you how to prevent your organization’s security problems 
from being headline news in the Wall Street Journal!

Prevention is ideal but detection is a must.
With the rise in advanced persistent threats, it is almost inevitable that 
organizations will be targeted. Whether the attacker is successful in penetrating 
an organization’s network depends on the effectiveness of the organization’s 
defense. Defending against attacks is an ongoing challenge, with new threats 
emerging all of the time, including the next generation of threats. Organizations 
need to understand what really works in cybersecurity. What has worked, and 
will always work, is taking a risk-based approach to cyber defense. Before your 
organization spends a dollar of its IT budget or allocates any resources or time 
to anything in the name of cybersecurity, three questions must be answered: 

 ▐ What is the risk?        
 ▐ Is it the highest priority risk?       
 ▐ What is the most cost-effective way to reduce the risk?

Security is all about making sure you focus on the right areas of defense. 
In SEC401 you will learn the language and underlying theory of computer 
and information security. You will gain the essential and effective security 
knowledge you will need if you are given the responsibility for securing systems 
and/or organizations. This course meets both of the key promises SANS makes 
to our students: (1) You will learn up-to-the-minute skills you can put into 
practice immediately upon returning to work; and (2) You will be taught by the 
best security instructors in the industry.

www.sans.edu
WITH THIS COURSE 

www.sans.org/ondemand

“An amazing class that 
every professional 
security practitioner 
should take.” 
-Efren Izquierdo-Ramirez, 
General Dynamics

Robert Kirtley  SANS Instructor
Robert Kirtley has over 20 years of management consulting experience with a focus on providing strategy, 
operations, and technology infrastructure services in the areas of compliance, operations, information 
governance, and security. Robert has managed hundreds of client engagements, with teams ranging in 
size from two people to more than 100. Robert has focused his career on creating consulting practices that 
serve law firms and corporate legal clients. With Deloitte, he created the Strategic Legal Solutions practice 
to enable the firm to have a comprehensive practice focused on serving the needs of attorneys with a 

broad array of strategy, operations and technology services. With Du¢ & Phelps, Robert started and built the Legal Management 
Consulting practice with an emphasis on supporting corporate legal groups and law firm clients. Robert also created the Information 
Security, Governance and Computer Forensics practices for Kraft Kennedy, a law firm and legal department consulting firm. Robert 
is currently consulting on a range of information governance, information management, security and compliance issues with a 
range of corporate, government, and law firm clients.  #RobertNkirtley

broad array of strategy, operations and technology services. With Du¢ & Phelps, Robert started and built the Legal Management 

www.sans.org/8140

https://www.sans.org/event/pen-test-austin-2018/course/security-essentials-bootcamp-style
https://www.giac.org/certification/security-essentials-gsec
https://www.sans.edu
https://www.sans.org/ondemand/bundles
https://www.sans.org/dodd-8140/
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“Excellent, real-world 
examples and demos, 
with step-by-step 
examples of how to 
respond to an attack. 
SEC504 is a must  
for everyone on  
the team.” 
-Mike Pyke,  
VyStar Credit Union

“The insights and 
personal experiences 
are priceless! SEC504 
is a course every 
InfoSec person  
should take.” 
-Ron Fought,  
Sirius Computer Solutions  

SEC504
Hacker Tools, Techniques, Exploits, and Incident Handling

GCIH Certification
Incident Handler 

www.giac.org/gcih

Six-Day Program 
Mon, Mar 19 - Sat, Mar 24 
9:00am - 7:15pm (Day 1) 
9:00am - 5:00pm (Days 2-6) 
37 CPEs 
Laptop Required 
(If your laptop supports 
only wireless, please bring a 
USB Ethernet adapter.) 
Instructor: Michael Murr

Who Should Attend 
 ▐ Incident handlers
 ▐ Leaders of incident 

handling teams
 ▐ System administrators 

who are on the front 
lines defending their 
systems and responding 
to attacks

 ▐ Other security personnel 
who are first responders 
when systems come 
under attack

The Internet is full of powerful hacking tools and bad guys using them 
extensively. If your organization has an Internet connection and one 
or two disgruntled employees (and whose does not!), your computer 
systems will get attacked. From the five, ten, or even one hundred 
daily probes against your Internet infrastructure to the malicious 
insider slowly creeping through your most vital information assets, 
attackers are targeting your systems with increasing viciousness and 
stealth. As defenders, it is essential we understand these hacking 
tools and techniques.

“As someone who works in information security but has never had to do a full 
incident report, SEC504 taught me all the proper processes and steps.” 

-TODD CHORYAN, MOTOROLA SOLUTIONS

This course enables you to turn the tables on computer attackers by 
helping you understand their tactics and strategies in detail, giving 
you hands-on experience in finding vulnerabilities and discovering 
intrusions, and equipping you with a comprehensive incident 
handling plan. It addresses the latest cutting-edge, insidious attack 
vectors, the “oldie-but-goodie” attacks that are still prevalent, and 
everything in between. Instead of merely teaching a few hack attack 
tricks, this course provides a time-tested, step-by-step process for 
responding to computer incidents and a detailed description of how 
attackers undermine systems so you can prepare for, detect, and 
respond to those attacks. In addition, the course explores the legal 
issues associated with responding to computer attacks, including 
employee monitoring, working with law enforcement, and handling 
evidence. Finally, students will participate in a hands-on workshop 
that focuses on scanning, exploiting, and defending systems. This 
course will enable you to discover the holes in your system before 
the bad guys do!

The course is particularly well-suited to individuals who lead or are 
a part of an incident handling team. General security practitioners, 
system administrators, and security architects will benefit by 
understanding how to design, build, and operate their systems to 
prevent, detect, and respond to attacks. 

WITH THIS COURSE 
www.sans.org/ondemandwww.sans.org/cyber-guardian www.sans.org/8140www.sans.edu

Michael Murr  SANS Principal Instructor
Michael has been a forensic analyst with Code-X Technologies for over five years, conducted numerous 
investigations and computer forensic examinations, and performed specialized research and development. 
Michael has taught SANS SEC504: Hacker Tools, Techniques, Exploits, and Incident Handling; SANS 
FOR508: Advanced Digital Forensics, Incident Response, and Threat Hunting; and SANS FOR610: Reverse-
Engineering Malware: Malware Analysis Tools and Techniques. He has also led SANS Online Training courses 
and is a member of the GIAC Advisory Board. Currently, Michael is working on an open-source framework 

for developing digital forensics applications. Michael holds the GCIH, GCFA, and GREM certifications and has a degree in computer 
science from California State University at Channel Islands. Michael also blogs about digital forensics on his forensic computing blog 
(www.forensicblog.org).  @mikemurr

for developing digital forensics applications. Michael holds the GCIH, GCFA, and GREM certifications and has a degree in computer 

https://www.sans.org/event/pen-test-austin-2018/course/hacker-techniques-exploits-incident-handling
https://www.giac.org/certification/certified-incident-handler-gcih
https://www.sans.edu
https://www.sans.org/ondemand/bundles
https://www.sans.org/cyber-guardian/
https://www.sans.org/dodd-8140/
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“Eric does a fantastic 
job of covering the 
topics and keeping 
the class entertained 
at the same time.”  
-Ron Matthews, Key Bank

“Every day of SEC542 
gives you invaluable 
information from  
real-world testing you 
cannot find in a book.”  
-David Fava,  
The Boeing Company

SEC542
Web App Penetration Testing and Ethical Hacking

GWAPT Certification
Web Application Penetration Tester

www.giac.org/gwapt

Six-Day Program 
Mon, Mar 19 - Sat, Mar 24 
9:00am - 5:00pm 
36 CPEs 
Laptop Required 
Instructor: Eric Conrad

Who Should Attend 
 ▐ General security 

practitioners
 ▐ Penetration testers
 ▐ Ethical hackers
 ▐ Web application 

developers
 ▐ Website designers and 

architects

Web applications play a vital role in every modern organization. 
However, if your organization doesn’t properly test and secure 
its web apps, adversaries can compromise these applications, 
damage business functionality, and steal data. Unfortunately, many 
organizations operate under the mistaken impression that a web 
application security scanner will reliably discover flaws in their systems. 

Customers expect web applications to provide significant functionality 
and data access. Even beyond the importance of customer-facing 
web applications, internal web applications increasingly represent 
the most commonly used business tools within any organization. 
Unfortunately, there is no “patch Tuesday” for custom web 
applications, and major industry studies find that web application 
flaws play a major role in significant breaches and intrusions. 
Adversaries increasingly focus on these high-value targets either by 
directly abusing public-facing applications or by focusing on web 
apps as targets after an initial break-in. 

Modern cyber defense requires a realistic and thorough 
understanding of web application security issues. Anyone can learn 
to sling a few web hacks, but effective web application penetration 
testing requires something deeper. 

In this course, students will come to understand major web 
application flaws and their exploitation. Most importantly, they’ll 
learn a field-tested and repeatable process to consistently 
find these flaws and convey what they have learned to their 
organizations. Even technically gifted security geeks often struggle 
with helping organizations understand risk in terms relatable to 
business. Much of the art of penetration testing has less to do 
with learning how adversaries are breaking in than it does with 
convincing an organization to take the risk seriously and employ 
appropriate countermeasures. The goal of SEC542 is to better secure 
organizations through penetration testing, not just show off hacking 
skills. This course will help you demonstrate the true impact of web 
application flaws through exploitation.

In addition to having more than 30 formal hands-on labs, the course 
culminates in a web application pen test tournament, powered by 
the SANS NetWars Cyber Range. This Capture-the-Flag event on the 
final day brings students into teams to apply their newly acquired 
command of web application penetration testing techniques in a fun 
way that hammers home lessons learned.

www.sans.edu
WITH THIS COURSE 

www.sans.org/ondemandwww.sans.org/cyber-guardian

Eric Conrad  SANS Senior Instructor
Eric Conrad is lead author of the book The CISSP® Study Guide. Eric’s career began in 1991 as a UNIX 
systems administrator for a small oceanographic communications company. He gained information security 
experience in a variety of industries, including research, education, power, Internet, and healthcare. 
He is now president of Backshore Communications, a company focusing on intrusion detection, incident 
handling, information warfare, and penetration testing. He is a graduate of the SANS Technology Institute 
with a Master of Science Degree in Information Security Engineering. In addition to the CISSP®, he holds 

the prestigious GIAC Security Expert (GSE) certification as well as the GIAC GPEN, GCIH, GCIA, GCFA, GAWN, and GSEC certifications. 
Eric also blogs about information security at ericconrad.com.  @eric_conrad
the prestigious GIAC Security Expert (GSE) certification as well as the GIAC GPEN, GCIH, GCIA, GCFA, GAWN, and GSEC certifications. 

https://www.sans.org/event/pen-test-austin-2018/course/web-app-penetration-testing-ethical-hacking
https://www.giac.org/certification/web-application-penetration-tester-gwapt
https://www.sans.edu
https://www.sans.org/cyber-guardian/
https://www.sans.org/ondemand/bundles
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Ed Skoudis  SANS Faculty Fellow
Ed Skoudis has taught cyber incident response and advanced penetration testing techniques to more 
than 12,000 cybersecurity professionals, and is the lead for the SANS Penetration Testing Curriculum. His 
courses distill the essence of real-world, front-line case studies because he is consistently one of the first 
experts brought in to provide after-attack analysis on major breaches where credit card and other sensitive 
financial data are lost. Ed led the team that built NetWars, the low-cost, widely used cyber training and 
skills assessment ranges relied upon by military units and corporations with major assets at risk. His team 

also built CyberCity, the fully authentic urban cyber warfare simulator that was featured on the front page of the Washington Post. 
He was also the expert called in by the White House to test the security viability of the Trusted Internet Connection (TIC) that now 
protects U.S. government networks and lead the team that first publicly demonstrated significant security flaws in virtual machine 
technology. He has a rare capability to translate advanced technical knowledge into easy-to-master guidance, as demonstrated by 
the popularity of his step-by-step Counter Hack book series.  @edskoudis

also built CyberCity, the fully authentic urban cyber warfare simulator that was featured on the front page of the 

SEC560
Network Penetration Testing and Ethical Hacking

GPEN Certification
Penetration Tester

www.giac.org/gpen

Six-Day Program 
Mon, Mar 19 - Sat, Mar 24 
9:00am - 7:15pm (Day 1) 
9:00am - 5:00pm (Days 2-6) 
37 CPEs 
Laptop Required 
Instructor: Ed Skoudis

Who Should Attend 
 ▐ Security personnel 

whose jobs involve 
assessing networks 
and systems to 
find and remediate 
vulnerabilities

 ▐ Penetration testers
 ▐ Ethical hackers
 ▐ Defenders who 

want to better 
understand offensive 
methodologies, tools, 
and techniques

 ▐ Auditors who need to 
build deeper technical 
skills

 ▐ Red and blue team 
members

 ▐ Forensics specialists 
who want to better 
understand offensive 
tactics

As a cybersecurity professional, you have a unique responsibility to 
find and understand your organization’s vulnerabilities, and to work 
diligently to mitigate them before the bad guys pounce. Are you 
ready? SANS SEC560, our flagship course for penetration testing, fully 
arms you take on this challenge.

With comprehensive coverage of tools, techniques, and methodologies 
for network penetration testing, SEC560 truly prepares you to conduct 
high-value penetration testing projects step-by-step and end-to-end. 
Every organization needs skilled information security personnel who 
can find vulnerabilities and mitigate their effects, and this entire 
course is specially designed to get you ready for that role. The course 
starts with proper planning, scoping and recon, then dives deep 
into scanning, target exploitation, password attacks, and web app 
manipulation, with more than 30 detailed hands-on labs throughout. 
The course is chock-full of practical, real-world tips from some of 
the world’s best penetration testers to help you do your job safely, 
efficiently…and masterfully.

SEC560 is designed to get you ready to conduct a full-scale, high-value 
penetration test—and on the last day of the course you’ll do just that. 
After building your skills in comprehensive and challenging labs over five 
days, the course culminates with a final full-day, real-world penetration 
test scenario. You’ll conduct an end-to-end pen test, applying knowledge, 
tools, and principles from throughout the course as you discover 
and exploit vulnerabilities in a realistic sample target organization, 
demonstrating the knowledge you’ve mastered in this course.

You will learn how to perform detailed reconnaissance, studying 
a target’s infrastructure by mining blogs, search engines, social 
networking sites, and other Internet and intranet infrastructures. 
Our hands-on labs will equip you to scan target networks using 
best-of-breed tools. We won’t just cover run-of-the-mill options 
and configurations, we’ll also go over the lesser known but super-
useful capabilities of the best pen test toolsets available today. After 
scanning, you’ll learn dozens of methods for exploiting target systems 
to gain access and measure real business risk. You’ll dive deep into 
post-exploitation, password attacks, and web apps, pivoting through 
the target environment to model the attacks of real-world bad guys 
to emphasize the importance of defense in-depth.  

www.sans.edu
WITH THIS COURSE 

www.sans.org/ondemandwww.sans.org/cyber-guardian

“The training and labs 
in SEC560 are very 
in-depth. Paired with 
instructor Ed Skoudis, 
I believe this training 
would be beneficial 
for anyone.” 
-Benson Cheek,  
Allegiant Travel Co.

https://www.sans.org/event/pen-test-austin-2018/course/network-penetration-testing-ethical-hacking
https://www.giac.org/certification/penetration-tester-gpen
https://www.sans.edu
https://www.sans.org/cyber-guardian/
https://www.sans.org/ondemand/bundles
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SEC573
Automating Information Security with Python

GPYC Certification
Python Coder 

www.giac.org/gpyc

Six-Day Program 
Mon, Mar 19 - Sat, Mar 24 
9:00am - 5:00pm 
36 CPEs 
Laptop Required 
Instructor: Mark Baggett

Who Should Attend 
 ▐ Security professionals 

who benefit from 
automating routine 
tasks so they can 
focus on what’s most 
important

 ▐ Forensics analysts who 
can no longer wait on 
someone else to develop 
a commercial tool to 
analyze artifacts

 ▐ Network defenders who 
sift through mountains 
of logs and packets to 
find evil-doers in their 
networks

 ▐ Penetration testers who 
are ready to advance 
from script kiddie to 
professional offensive 
computer operations 
operator

 ▐ Security professionals 
who want to evolve from 
security tool consumer 
to security solution 
provider

All security professionals, including Penetration Testers, Forensics 
Analysts, Network Defenders, Security Administrators, and Incident 
Responders, have one thing in common: CHANGE. Change is constant. 
Technology, threats, and tools are constantly evolving. If we don’t 
evolve with them, we’ll become ineffective and irrelevant, unable to 
provide the vital defenses our organizations increasingly require. 

Maybe your chosen Operating System has a new feature that 
creates interesting forensics artifacts that would be invaluable for 
your investigation, if only you had a tool to access it. Often for new 
features and forensics artifacts, no such tool has yet been released. 
You could try moving your case forward without that evidence or hope 
that someone creates a tool before the case goes cold. Or you can 
write a tool yourself.

Perhaps an attacker bypassed your defenses and owned your 
network months ago. If existing tools were able to find the attack, 
you wouldn’t be in this situation. You are bleeding sensitive data 
and the time-consuming manual process of finding and eradicating 
the attacker is costing you money and hurting your organization 
big time. The answer is simple if you have the skills: Write a tool to 
automate your defenses. 

Finally, what do you do when “off-the-shelf” tools and exploits fall 
short? As a penetration tester you need to evolve as quickly as the 
threats you are paid to emulate, so the answer is simple, if you have 
the skills: You write your own tool.

Writing a tool is easier said than done, right? Not really. Python is a 
simple, user-friendly language that is designed to make automating 
tasks that security professionals perform quick and easy. Whether 
you are new to coding or have been coding for years, SEC573: 
Automating Information Security with Python will have you creating 
programs to make your job easier and make you more efficient. 
This self-paced class starts from the very beginning assuming you 
have no prior experience or knowledge of programming. We cover 
all of the essentials of the language up front. If you already know 
the essentials, you will find that the pyWars lab environment allows 
advanced developers to quickly accelerate to more advanced material 
in the class. The self-paced style of the class will meet you where you 
are to let you get the most out of the class. Beyond the essentials 
we discuss file analysis, packet analysis, forensics artifact 
carving, networking, database access, website access, 
process execution, exception handling, object-oriented 
coding, and more. 

www.sans.edu

Mark Baggett  SANS Senior Instructor
Mark Baggett is the owner of Indepth Defense, an independent consulting firm that o¢ers incident 
response and penetration testing services. Mark has more than 28 years of commercial and government 
experience ranging from software developer to chief information security oªcer. He is the author 
of SANS SEC573. Mark has a master’s degree in information security engineering and many industry 
certifications, including being the 15th person in the world to receive the prestigious GIAC Security Expert 
certification (GSE). Mark is very active in the information security community. He is the founding president 

of the Greater Augusta ISSA (Information Systems Security Association) chapter, which has been extremely successful in bringing 
networking and educational opportunities to Augusta Information Technology workers. Since January 2011, Mark has served as the 
SANS Technical Advisor to the DoD, where he assists various entities in the development of information security capabilities.   
@MarkBaggett

of the Greater Augusta ISSA (Information Systems Security Association) chapter, which has been extremely successful in bringing 

“I am new to 
programming, and I 
studied Python via 
‘Learn Python the 
Hard Way’ before 
coming to class. 
SEC573 gave me a 
deeper understanding 
of general concepts, 
as well as where to 
continue going with a 
focus on security.”  
-Brian Martin, ICANN

https://www.sans.org/event/pen-test-austin-2018/course/automating-information-security-with-python
https://www.giac.org/certification/python-coder-gpyc
https://www.sans.edu
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SEC575
Mobile Device Security and Ethical Hacking

GMOB Certification
Mobile Device Security Analyst

www.giac.org/gmob

Six-Day Program 
Mon, Mar 19 - Sat, Mar 24 
9:00am - 5:00pm 
36 CPEs 
Laptop Required 
Instructor: Joshua Wright

Who Should Attend 
 ▐ Penetration testers
 ▐ Ethical hackers
 ▐ Auditors who need to 

build deeper technical 
skills

 ▐ Security personnel 
whose job involves 
assessing, deploying or 
securing mobile phones 
and tablets

 ▐ Network and system 
administrators 
supporting mobile 
phones and tablets

Imagine an attack surface spread throughout your organization and 
in the hands of every user. It moves from place to place regularly, 
stores highly sensitive and critical data, and sports numerous different 
wireless technologies all ripe for attack. You don’t need to imagine any 
further because this already exists today: mobile devices. These devices 
are the biggest attack surface in most organizations, yet these same 
organizations often don’t have the skills needed to assess them.

Mobile devices are no longer a convenience technology; they are an 
essential tool carried or worn by users worldwide, often displacing 
conventional computers for everyday enterprise data needs. You can 
see this trend in corporations, hospitals, banks, schools, and retail 
stores throughout the world. Users rely on mobile devices more today 
than ever before – we know it, and the bad guys do too.

This course is designed to give you the skills you need to understand 
the security strengths and weaknesses in Apple iOS, Android, and 
wearable devices including Apple Watch and Android Wear. With 
these skills, you will evaluate the security weaknesses of built-in 
and third-party applications. You’ll learn how to bypass platform 
encryption, and how to manipulate Android apps to circumvent 
obfuscation techniques. You’ll leverage automated and manual 
mobile application analysis tools to identify deficiencies in mobile 
app network traffic, file system storage, and inter-app communication 
channels. You’ll safely work with mobile malware samples to 
understand the data exposure and access threats affecting Android 
and iOS devices, and you’ll exploit lost or stolen devices to harvest 
sensitive mobile application data.

Understanding and identifying vulnerabilities and threats to mobile 
devices is a valuable skill, but it must be paired with the ability to 
communicate the associated risks. Throughout the course, you’ll 
review the ways in which we can effectively communicate threats to 
key stakeholders. You’ll leverage tools including Mobile App Report 
Cards to characterize threats for management and decision-makers, 
while identifying sample code and libraries that developers can use to 
address risks for in-house applications as well.

Mobile device deployments introduce new threats to organizations 
including advanced malware, data leakage, and the disclosure of 
enterprise secrets, intellectual property, and personally identifiable 
information assets to attackers. Further complicating matters, there 
simply are not enough people with the security skills needed to 
identify and manage secure mobile phone and tablet deployments. 
By completing this course, you’ll be able to differentiate yourself as 
being prepared to evaluate the security of mobile devices, effectively 
assess and identify flaws in mobile applications, and conduct a 
mobile device penetration test – all critical skills to protect and 
defend mobile device deployments.

Joshua Wright  SANS Senior Instructor
Joshua Wright is a senior technical analyst with Counter Hack, a company devoted to the development of 
information security challenges for education, evaluation, and competition. Through his experiences as a 
penetration tester, Josh has worked with hundreds of organizations on attacking and defending mobile devices 
and wireless systems, ethically disclosing significant product and protocol security weaknesses to well-known 
organizations. As an open-source software advocate, Josh has conducted cutting-edge research resulting 
in several software tools that are commonly used to evaluate the security of widely deployed technology 

targeting WiFi, Bluetooth, and ZigBee wireless systems, smart grid deployments, and the Android and Apple iOS mobile device 
platforms. As the technical lead of the innovative CyberCity, Josh also oversees and manages the development of critical training and 
educational missions for cyber warriors in the U.S. military, government agencies, and critical infrastructure providers.  @joswr1ght

targeting WiFi, Bluetooth, and ZigBee wireless systems, smart grid deployments, and the Android and Apple iOS mobile device 

“I appreciate 
the formalized 
mobile application 
analysis report card 
information in SEC575. 
I can bring it back 
and use it at work to 
help formalize the 
application security 
program.”  
-Adam Kliarsky, Disney

“ I greatly appreciated 
learning different 
ways to use red team 
mobile apps, this will 
make me better at 
my job.”  
-Rory McEnter, Concur

https://www.sans.org/event/pen-test-austin-2018/course/mobile-device-security-ethical-hacking
https://www.giac.org/certification/mobile-device-security-analyst-gmob
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SEC599
Defeating Advanced Adversaries – Implementing Kill Chain Defenses NEW!

Six-Day Program 
Mon, Mar 19 - Sat, Mar 24 
9:00am - 5:00pm 
36 CPEs 
Laptop Required 
Instructor: Erik Van 
Buggenhout

Who Should Attend 
 ▐ Security architects
 ▐ Security engineers
 ▐ Technical security 

managers
 ▐ Security Operations 

Center analysts, 
engineers, and managers

 ▐ IT administrators
 ▐ Individuals looking to 

better understand how 
advanced persistent 
cyber adversaries 
operate and how the 
IT environment can 
be improved to better 
prevent, detect, and 
respond to incidents

You just got hired to help our virtual organization “SyncTechLabs” 
build out a cybersecurity capability. On your first day, your manager 
tells you: “We looked at some recent cybersecurity trend reports 
and we feel like we’ve lost the plot. Advanced persistent threats, 
ransomware, denial of service...We’re not even sure where to start!”

Cyber threats are on the rise: ransomware is affecting small, medium 
and large enterprises alike, while state-sponsored adversaries are 
attempting to obtain access to your most precious crown jewels. 
SEC599: Defeating Advanced Adversaries – Implementing Kill Chain 
Defenses will arm you with the knowledge and expertise you need to 
detect and respond to today’s threats. Recognizing that a prevent-only 
strategy is not sufficient, we will introduce security controls designed 
to stop advanced adversaries.

Course authors Erik Van Buggenhout and Stephen Sims (both certified 
as GIAC Security Experts) are hands-on practitioners who have 
achieved a deep understanding of how cyber attacks work through 
penetration testing and incident response. While teaching penetration 
testing courses, they were often asked “But how do I prevent this 
type of attack?” SEC599 provides students with the opportunity to 
prevent real-world attacks by participating in more than 20 labs plus 
a full-day “Defend the Flag” exercise where they attempt to defend 
our virtual organization from different waves of attacks against its 
environment.

Our six-day journey will start with an analysis of recent attacks 
through in-depth case studies. We will explain what types of attacks 
are occurring and introduce the Advanced Persistent Threat (APT) 
Attack Cycle as a structured approach to describing attacks. In order 
to understand how attacks work, students will also compromise our 
virtual organization “SyncTechLabs” in our Day 1 exercises.

In designing the course and its exercises, the authors went the 
extra mile to ensure that attendees “build” something that can be 
used later on. For this reason, the different technologies illustrated 
throughout the course (e.g., IDS systems, web proxies, sandboxes, 
visualization dashboards, etc.) will be provided as usable virtual 
machines on the course USB.

SEC599 will finish with a bang. During the “Defend-the-Flag” 
challenge on the final course day you will be pitted against advanced 
adversaries in an attempt to keep your network secure. Can you 
protect the environment against the different waves of attacks? The 
adversaries aren’t slowing down, so what are you waiting for?

Erik Van Buggenhout  SANS Certified Instructor
Erik Van Buggenhout is the lead author of SEC599: Defeating Advanced Adversaries. In addition, 
Erik teaches SEC560: Network Penetration Testing and Ethical Hacking and SEC542: Web Application 
Penetration Testing and Ethical Hacking. He has been involved with SANS since 2009. He started as a 
Mentor, worked his way to Community Instructor in 2012, and finally became a Certified Instructor in 2016. 
Erik loves explaining deeply technical concepts by using war stories, adding a few funny anecdotes here 
and there. As testimony to his technical expertise, he has obtained the GSE, GCIA, GNFA, GPEN, GWAPT, 

GCIH, and GSEC certifications. In addition to his work with SANS, Erik is the co-founder of the Belgian firm NVISO, which focuses 
on high-end cybersecurity services, specializing in government, defense and the financial sector. Together with his team of 20+ 
technical experts, Erik delivers a wide array of technical security services, including penetration testing, security monitoring and 
incident response. Prior to NVISO, Erik spent five years at a Big 4 firm, starting as a junior penetration tester and evolving into a 
subject-matter expert for the Europe, Middle East, and Africa region. Erik is a self-confessed speed walker, so if you see him rushing 
around at a conference, feel free to stop him and say “Hi!”  @ErikVaBu

GCIH, and GSEC certifications. In addition to his work with SANS, Erik is the co-founder of the Belgian firm NVISO, which focuses 

“The course content 
has been carefully 
crafted to provide 
students with the 
best advantages to 
defeat the advanced 
adversary.”  
-Dan Parry,  
Adeptio Solutions

“The course is a very 
well structured look 
at the attacker life 
cycle and how to 
defend each stage so 
that even if defense 
fails, detection is 
faster.”  
-Taz Wake,  
Halkyn Consulting

https://www.sans.org/event/pen-test-austin-2018/course/defeating-advanced-adversaries-kill-chain-defenses
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“If you’re thinking 
about wireless, take 
this course. If you’re 
not, take this course.”  
-Greg Notch, NHL

SEC617
Wireless Penetration Testing and Ethical Hacking  NEW!

GAWN Certification
Assessing and Auditing Wireless Networks

www.giac.org/gawn

Six-Day Program 
Mon, Mar 19 - Sat, Mar 24 
9:00am - 5:00pm 
36 CPEs 
Laptop Required 
Instructor: Larry Pesce

Who Should Attend 
 ▐ Incident handlers
 ▐ Leaders of incident 

handling teams
 ▐ System administrators 

who are on the front 
lines defending their 
systems and responding 
to attacks

 ▐ Other security personnel 
who are first responders 
when systems come 
under attack

This course is designed for professionals seeking a comprehensive 
technical ability to understand, analyze, and defend the various 
wireless technologies that have become ubiquitous in our 
environments and, increasingly, key entrance points for attackers.

As penetration testers themselves, the authors of SEC617 know that 
many organizations overlook wireless security as an attack surface, 
and therefore fail to establish required defenses and monitoring, 
even though wireless technologies are now commonplace in executive 
suites, financial departments, government offices, manufacturing 
production lines, retail networks, medical devices, and air traffic 
control systems. Given the known risks of insecure wireless 
technologies and the attacks used against them, SEC617 was designed 
to help people build the vital skills needed to identify, evaluate, 
assess, and defend against these threats. These skills are “must-
haves” for any high-performing security organization.

For many analysts, “wireless” was once synonymous with “WiFi,” 
the ever-present networking technology, and many organizations 
deployed complex security systems to protect these networks. Today, 
wireless takes on a much broader meaning – not only encompassing 
the security of WiFi systems, but also the security of Bluetooth, 
ZigBee, Z-Wave, DECT, RFID, NFC, contactless smart cards, and even 
proprietary wireless systems. To effectively evaluate the security 
of wireless systems, your skillset needs to expand to include many 
different types of wireless technologies.

SEC617 will give you the skills you need to understand the security 
strengths and weaknesses of wireless systems. You will learn 
how to evaluate the ever-present cacophony of WiFi networks and 
identify the WiFi access points (APs) and client devices that threaten 
your organization. You will learn how to assess, attack, and exploit 
deficiencies in modern WiFi deployments using WPA2 technology, 
including sophisticated WPA2 Enterprise networks. You will gain a strong, 
practical understanding of the many weaknesses in WiFi protocols 
and how to apply that understanding to modern wireless systems. 
Along with identifying and attacking WiFi access points, you will learn 
to identify and exploit the behavioral differences in how client devices 
scan for, identify, and select APs, with deep insight into the behavior 
of the Windows 10, macOS, Apple iOS, and Android WiFi stacks.

www.sans.edu
WITH THIS COURSE 

www.sans.org/ondemandwww.sans.org/cyber-guardian

Larry Pesce  SANS Certified Instructor
Larry is a senior security analyst with InGuardians after a long stint in security and disaster recovery in 
healthcare, performing penetration testing, wireless assessments, and hardware hacking. He also diverts 
a significant portion of his attention to co-hosting the PaulDotCom Security Weekly podcast and likes to 
tinker with all things electronic and wireless, much to the disappointment of his family, friends, warranties, 
and his second Leatherman Multi-tool. Larry also co-authored Linksys WRT54G Ultimate Hacking and Using 
Wireshark and Ethereal from Syngress. Larry is an Extra Class Amateur Radio operator (KB1TNF) and enjoys 

developing hardware and real-world challenges for the Mid-Atlantic Collegiate Cyber Defense Challenge.  @haxorthematrixdeveloping hardware and real-world challenges for the Mid-Atlantic Collegiate Cyber Defense Challenge.  

“SEC617 is great for 
someone looking 
for a top to bottom 
rundown in wireless 
attacks.”  
-Garret Picchioni, 
Salesforce

“Clear and clean 
presentation of 
wireless security. Easy 
to understand with 
real-life stories to 
back them up.”  
-Erich Winkler,  
Costco Wholesale

https://www.sans.org/event/pen-test-austin-2018/course/wireless-penetration-testing-ethical-hacking
https://www.giac.org/certification/assessing-auditing-wireless-networks-gawn
https://www.sans.edu
https://www.sans.org/cyber-guardian/
https://www.sans.org/ondemand/bundles


“I highly recommend 
taking this class 
to learn advanced 
web app pen testing 
techniques!”  
-Walt Carruth, RealPage

“SEC642 helps you 
sharpen the pen 
testing mindset and 
be more creative 
when performing pen 
tests.”  
-Jesper Pettersson, Klarna

SEC642
Advanced Web App Penetration Testing, Ethical Hacking,  
and Exploitation Techniques

Six-Day Program 
Mon, Mar 19 - Sat, Mar 24 
9:00am - 5:00pm 
36 CPEs 
Laptop Required 
Instructor: Adrien de 
Beaupre

Who Should Attend 
 ▐ Web penetration testers
 ▐ Red team members
 ▐ Vulnerability assessment 

personnel
 ▐ Network penetration 

testers
 ▐ Security consultants
 ▐ Developers
 ▐ QA testers
 ▐ System administrators
 ▐ IT managers
 ▐ System architects

Can Your Web Apps Withstand the Onslaught of Modern Advanced Attack 
Techniques?

Modern web applications are growing more sophisticated and complex 
as they utilize exciting new technologies and support more critical 
operations. Long gone are the days of basic HTML requests and responses. 
Even in the age of Web 2.0 and AJAX, the complexity of HTTP and modern 
web applications is progressing at breathtaking speed. With the demands 
of highly available web clusters and cloud deployments, web applications 
are looking to deliver more functionality in smaller packets, with a 
decreased strain on backend infrastructure. Welcome to an era that 
includes tricked-out cryptography, WebSockets, HTTP/2, and a whole lot 
more. Are your web application assessment and penetration testing skills 
ready to evaluate these impressive new technologies and make them 
more secure?

Are You Ready to Put Your Web Apps to the Test with Cutting-Edge Skills?

This pen testing course is designed to teach you the advanced skills and 
techniques required to test modern web applications and next-generation 
technologies. The course uses a combination of lectures, real-world 
experiences, and hands-on exercises to teach you the techniques to 
test the security of tried-and-true internal enterprise web technologies, 
as well as cutting-edge Internet-facing applications. The final course 
day culminates in a Capture-the-Flag competition, where you will apply 
the knowledge you acquired during the previous five days in a fun 
environment based on real-world technologies.

Hands-on Learning of Advanced Web App Exploitation Skills

We begin by exploring advanced techniques and attacks to which all 
modern-day complex applications may be vulnerable. We’ll learn about 
new web frameworks and web backends, then explore encryption as it 
relates to web applications, digging deep into practical cryptography 
used by the web, including techniques to identify the type of encryption 
in use within the application and methods for exploiting or abusing 
it. We’ll look at alternative front ends to web applications and web 
services, such as mobile applications, and examine new protocols such 
as HTTP/2 and WebSockets. The final portion of the class will focus on 
how to identify and bypass web application firewalls, filtering, and other 
protection techniques.

“Adrien has a great teaching style.  
He is able to explain complex topics and break them down into simpler ideas.”  

-ANDREW MITCHELL, HAPPY STATE BANK

WITH THIS COURSE 
www.sans.org/ondemand

Adrien de Beaupre  SANS Certified Instructor
Adrien de Beaupre works as an independent consultant in beautiful Ottawa, Ontario. His work experience 
includes technical instruction, vulnerability assessment, penetration testing, intrusion detection, incident 
response and forensic analysis. He is a member of the SANS Internet Storm Center (isc.sans.edu). He is 
actively involved with the information security community and has been working with SANS since 2000. 
Adrien holds a variety of certifications including the GXPN, GPEN, GWAPT, GCIH, GCIA, GSEC, CISSP, OPST, 
and OPSA. When not geeking out he can be found with his family, or at the dojo. @adriendb
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https://www.sans.org/event/pen-test-austin-2018/course/advanced-web-app-penetration-testing-ethical-hacking
https://www.sans.org/ondemand/bundles


“Absolutely amazing 
stuff. I couldn’t ask for 
more in SEC660. The 
wealth of knowledge 
is just mind-blowing. 
The extra materials 
presented in the 
course will definitely 
keep me going for 
the next couple of 
months.”  
-Deven Gurung, 
Nagravision SA

SEC660
Advanced Penetration Testing, Exploit Writing,  
and Ethical Hacking

GXPN Certification
Exploit Researcher and Advanced Penetration Tester 

www.giac.org/gxpn

Six-Day Program 
Mon, Mar 19 - Sat, Mar 24 
9:00am - 7:00pm (Days 1-5) 
9:00am - 5:00pm (Day 6) 
46 CPEs 
Laptop Required 
Instructor: Tim Medin

Who Should Attend 
 ▐ Network and systems 

penetration testers
 ▐ Incident handlers
 ▐ Application developers
 ▐ IDS engineers

This course is designed as a logical progression point for those who have 
completed SEC560: Network Penetration Testing and Ethical Hacking, or 
for those with existing penetration testing experience. Students with the 
prerequisite knowledge to take this course will walk through dozens of 
real-world attacks used by the most seasoned penetration testers. The 
methodology of a given attack is discussed, followed by exercises in a 
real-world lab environment to solidify advanced concepts and allow 
for the immediate application of techniques in the workplace. Each day 
includes a two-hour evening bootcamp to allow for additional mastery of 
the techniques discussed and even more hands-on exercises. A sample 
of topics covered includes weaponizing Python for penetration testers, 
attacks against network access control (NAC) and VLAN manipulation, 
network device exploitation, breaking out of Linux and Windows restricted 
environments, IPv6, Linux privilege escalation and exploit-writing, testing 
cryptographic implementations, fuzzing, defeating modern OS controls 
such as ASLR and DEP, return-oriented programming (ROP), Windows 
exploit-writing, and much more!

Attackers are becoming more clever and their attacks more complex. In 
order to keep up with the latest attack methods, you need a strong desire 
to learn, the support of others, and the opportunity to practice and build 
experience. SEC660 provides attendees with in-depth knowledge of the 
most prominent and powerful attack vectors and an environment to 
perform these attacks in numerous hands-on scenarios. This course goes 
far beyond simple scanning for low-hanging fruit, and shows penetration 
testers how to model the abilities of an advanced attacker to find 
significant flaws in a target environment and demonstrate the business 
risk associated with these flaws.

SEC660 starts off by introducing the advanced penetration concept, and 
provides an overview to help prepare students for what lies ahead. The 
focus of day one is on network attacks, an area often left untouched 
by testers. Topics include accessing, manipulating, and exploiting the 
network. Attacks are performed against NAC, VLANs, OSPF, 802.1X, 
CDP, IPv6, VOIP, SSL, ARP, SNMP, and others. Day two starts off with a 
technical module on performing penetration testing against various 
cryptographic implementations. The rest of the day is spent on network 
booting attacks, escaping Linux restricted environments such as chroot, 
and escaping Windows restricted desktop environments. Day three 
jumps into an introduction of Python for penetration testing, Scapy for 
packet crafting, product security testing, network and application fuzzing, 
and code coverage techniques. Days four and five are spent exploiting 
programs on the Linux and Windows operating systems. You will learn 
to identify privileged programs, redirect the execution of code, reverse-
engineer programs to locate vulnerable code, obtain code execution for 
administrative shell access, and defeat modern operating system controls 
such as ASLR, canaries, and DEP using ROP and other techniques. Local and 
remote exploits, as well as client-side exploitation techniques, are covered. 
The final course day is dedicated to numerous penetration testing 
challenges requiring you to solve complex problems and capture flags.

www.sans.edu

WITH THIS COURSE 
www.sans.org/ondemand

www.sans.org/cyber-guardian

Tim Medin  SANS Principal Instructor
Tim Medin is the founder of Red Siege, a company focused on adversary emulation and penetration testing. 
Through the course of his career, Tim has performed penetration tests on a wide range of organizations and 
technologies. He gained information security experience in a variety of industries, including previous positions 
in control systems, higher education, financial services, and manufacturing. Tim is an experienced international 
speaker, having presented to organizations around the world. Tim is also the creator of the Kerberoasting, a 
technique to extract kerberos tickets in order to o²ine attack the password of enterprise service accounts. He 

is also a project lead of the Laudanum project.  @timmedinis also a project lead of the Laudanum project.  

For course updates, prerequisites, special notes, or laptop requirements, visit www.sans.org/event/pen-test-austin-2018/courses 11

https://www.sans.org/event/pen-test-austin-2018/course/advanced-penetration-testing-exploits-ethical-hacking
https://www.giac.org/certification/exploit-researcher-advanced-penetration-tester-gxpn
https://www.sans.edu
https://www.sans.org/cyber-guardian/
https://www.sans.org/ondemand/bundles


12 Register at www.sans.org/pentest     |     301-654-SANS (7267) 

“The course teaches 
more than how to 
use tools. I really 
like all the real-
world scenarios and 
methodology.” 
-Steve Trumpower,  
DMZSec, LLC

FOR500
Windows Forensic Analysis

GCFE Certification
Forensic Examiner 

www.giac.org/gcfe

Six-Day Program 
Mon, Mar 19 - Sat, Mar 24 
9:00am - 5:00pm 
36 CPEs 
Laptop Required 
Instructor: Alissa Torres

Who Should Attend 
 ▐ Information security 

professionals 
 ▐ Incident response team 

members 
 ▐ Law enforcement 

officers, federal agents, 
and detectives 

 ▐ Media exploitation 
analysts 

 ▐ Anyone interested in a 
deep understanding of 
Windows forensics

All organizations must prepare for cyber crime occurring on their computer 
systems and within their networks. Demand has never been greater for analysts 
who can investigate crimes like fraud, insider threats, industrial espionage, 
employee misuse, and computer intrusions. Government agencies increasingly 
require trained media exploitation specialists to recover key intelligence from 
Windows systems. To help solve these cases, SANS is training a new cadre of 
the world’s best digital forensic professionals, incident responders, and media 
exploitation masters capable of piecing together what happened on computer 
systems second by second.

FOR500: Windows Forensic Analysis focuses on building in-depth digital forensics 
knowledge of the Microsoft Windows operating systems. You can’t protect what 
you don’t understand, and understanding forensic capabilities and artifacts 
is a core component of information security. You’ll learn to recover, analyze, 
and authenticate forensic data on Windows systems. You’ll understand how to 
track detailed user activity on your network and how to organize findings for 
use in incident response, internal investigations, and civil/criminal litigation. 
You’ll be able to use your new skills to validate security tools, enhance 
vulnerability assessments, identify insider threats, track hackers, and improve 
security policies. Whether you know it or not, Windows is silently recording an 
unimaginable amount of data about you and your users. FOR500 teaches you 
how to mine this mountain of data.

Proper analysis requires real data for students to examine. The completely 
updated FOR500 course trains digital forensic analysts through a series of 
new hands-on laboratory exercises that incorporate evidence found on the 
latest Microsoft technologies (Windows 7/8/10, Office and Office365, cloud 
storage, SharePoint, Exchange, Outlook). Students leave the course armed with 
the latest tools and techniques and prepared to investigate even the most 
complicated systems they might encounter. Nothing is left out —attendees 
learn to analyze everything from legacy Windows XP systems to just-discovered 
Windows 10 artifacts.

FOR500 is continually updated. This course utilizes a brand-new intellectual 
property theft and corporate espionage case that took over six months 
to create. You work in the real world and your training should include real 
practice data. Our development team used incidents from their own experiences 
and investigations and created an incredibly rich and detailed scenario 
designed to immerse students in a true investigation. The case demonstrates 
the latest artifacts and technologies an investigator might encounter 
while analyzing Windows systems. The detailed, step-by-step workbook 
meticulously outlines the tools and techniques that each investigator should 
follow to solve a forensic case.

MASTER WINDOWS FORENSICS – YOU CAN’T PROTECT WHAT YOU DON’T KNOW ABOUT

“ This course is a must-do for all incident responders and computer security incident 
response team leads to be able to answer critical questions quickly and determine 

the scope of an incident.” -BRAD MILHORN, NTT DATA SERVICES

www.sans.edu

WITH THIS COURSE 
www.sans.org/ondemand

Alissa Torres  SANS Certified Instructor
Alissa has more than 15 years of experience in computer and network security that spans government, 
academic, and corporate environments. She has the deep experience and technical savvy to take on 
even the most diªcult computer forensics challenges that come her way. Her current role as an Incident 
Response Advisor at Cargill provides daily challenges “in the trenches” and demands constant technical 
growth. Alissa is also the founder of her own firm, Sibertor Forensics, and has taught internationally 
in more than 10 countries. Alissa has a B.S from the University of Virginia and a M.S. in information 

technology from the University of Maryland. She is a GIAC Certified Forensic Analyst (GCFA), and holds the GCFE, GCIH, GSEC, CISSP, 
and EnCE certifications. Alissa has served as a member of the GIAC Advisory Board since 2013 and was recognized by SC Magazine 
as one of its “2016 Women to Watch.”   @sibertor

technology from the University of Maryland. She is a GIAC Certified Forensic Analyst (GCFA), and holds the GCFE, GCIH, GSEC, CISSP, 

https://www.sans.org/event/pen-test-austin-2018/course/windows-forensic-analysis
https://www.giac.org/certification/certified-forensic-examiner-gcfe#__utma
https://www.sans.edu
https://www.sans.org/ondemand/bundles
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GCTI Certification
Cyber Threat Intelligence

www.giac.org/gcti

WITH THIS COURSE 
www.sans.org/ondemand

FOR578
Cyber Threat Intelligence

Five-Day Program 
Mon, Mar 19 - Fri, Mar 23 
9:00am - 5:00pm 
30 CPEs 
Laptop Required 
Instructor: Rebekah Brown

Who Should Attend 
 ▐ Security practitioners
 ▐ Incident response team 

members
 ▐ Threat hunters
 ▐ Security Operations 

Center personnel and 
information security 
practitioners

 ▐ Digital forensic analysts 
and malware analysts

 ▐ Federal agents and law 
enforcement officials

 ▐ Technical managers
 ▐ SANS alumni looking 

to take their analytical 
skills to the next level

Security practitioners should attend FOR578: Cyber Threat Intelligence because 
it is unlike any other technical training. It focuses on structured analysis in 
order to establish a solid foundation for any security skillset and to amplify 
existing skills. The course will help practitioners from across the security 
spectrum to:

 ▐ Develop analysis skills to better comprehend, synthesize, and leverage complex scenarios
 ▐ Identify and create intelligence requirements through practices such as threat modeling
 ▐ Understand and develop skills in tactical, operational, and strategic-level threat intelligence
 ▐ Generate threat intelligence to detect, respond to, and defeat focused and targeted threats
 ▐ Learn the different sources to collect adversary data and how to exploit and pivot off of it
 ▐ Validate information received externally to minimize the costs of bad intelligence
 ▐ Create Indicators of Compromise (IOCs) in formats such as YARA, OpenIOC, and STIX
 ▐ Move security maturity past IOCs into understanding and countering the behavioral 

tradecraft of threats
 ▐ Establish structured analytical techniques to be successful in any security role

It is common for security practitioners to call themselves analysts. But how 
many of us have taken structured analysis training instead of simply attending 
technical training? Both are important, but very rarely do analysts focus on 
training on analytical ways of thinking. This course exposes analysts to new 
mindsets, methodologies, and techniques that will complement their existing 
knowledge as well as establish new best practices for their security teams. 
Proper analysis skills are key to the complex world that defenders are exposed 
to on a daily basis. 

The analysis of an adversary’s intent, opportunity, and capability to do harm 
is known as cyber threat intelligence. Intelligence is not a data feed, nor is it 
something that comes from a tool. Intelligence is actionable information that 
answers a key knowledge gap, pain point, or requirement of an organization. 
This collection, classification, and exploitation of knowledge about adversaries 
gives defenders an upper hand against adversaries and forces defenders to 
learn and evolve with each subsequent intrusion they face. 

Cyber threat intelligence thus represents a force multiplier for organizations 
looking to establish or update their response and detection programs to deal 
with increasingly sophisticated threats. Malware is an adversary’s tool, but 
the real threat is the human one, and cyber threat intelligence focuses on 
countering those flexible and persistent human threats with empowered and 
trained human defenders.

Knowledge about the adversary is core to all security teams. The red team 
needs to understand adversaries’ methods in order to emulate their tradecraft. 
The Security Operations Center needs to know how to prioritize intrusions and 
quickly deal with those that need immediate attention. The incident response 
team needs actionable information on how to quickly scope and respond to 
targeted intrusions. The vulnerability management group needs to understand 
which vulnerabilities matter most for prioritization and the risk that each one 
presents. The threat hunting team needs to understand adversary behaviors to 
search out new threats. 

In other words, cyber threat intelligence informs all security practices that deal 
with adversaries. FOR578: Cyber Threat Intelligence will equip you, your security 
team, and your organization in the tactical, operational, and strategic-level cyber 
threat intelligence skills and tradecraft required to better understand the evolving 
threat landscape and to accurately and effectively counter those threats.

“This training very 
well summarizes 
CTI and connects all 
the dots. You’ll get 
clear answers to the 
following questions: 
what is CTI, how 
important is it, what is 
it built upon, and how 
can it be applied in 
practice?”  
-Nikita Martynov,  
NNIT A/S

Rebekah Brown  SANS Instructor
Rebekah Brown has helped develop threat intelligence programs at the highest levels of government. 
She is a former National Security Agency network warfare analyst, U.S. Cyber Command training and 
exercise lead, and crypto-linguist and Cyber Unit Operations Chief for the U.S. Marine Corps. A highlight of 
her career was conducting a briefing at the White House on the future of cyber warfare and coordinated 
defensive and o¢ensive cyber operations. She has provided threat intelligence for all types of security 
programs ranging from national security operations to state and local governments and Fortune 500 

companies. Rebekah is currently the threat intelligence lead for Rapid7, where she supports incident and analytical response 
and global services and provides product support. She has an associate degree in Chinese Mandarin and a bachelor’s degree 
in international relations, and she is finishing her master’s degree in homeland security with a cybersecurity focus, as well as a 
graduate certificate in intelligence analysis.  @PDXBek

companies. Rebekah is currently the threat intelligence lead for Rapid7, where she supports incident and analytical response 

https://www.sans.org/event/pen-test-austin-2018/course/cyber-threat-intelligence
https://www.giac.org/certification/cyber-threat-intelligence-gcti
https://www.sans.org/ondemand/bundles
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https://www.sans.org/ondemand/bundles
https://www.giac.org
https://www.giac.org
https://www.sans.org/ondemand/bundles


Come and join us for these exciting events to test your skills in a challenging  
and fun learning environment. Registration for NetWars is 

FREE OF CHARGE TO ALL STUDENTS AT  
SANS PEN TEST AUSTIN 2018.  

External participants are welcome to join for an entry fee of  
$1,520 (Core NetWars) or $1,499 (CyberCity).

w w w . s a n s . o r g / p e n t e s t

Three Nights of  Core NetWars 
MARCH 20, 21 & 23   |   6:30-9:30 PM

with Coin-A-Palooza,  
your chance to earn up to five SANS Pen Test Challenge Coins

AND

One Night of  NetWars CyberCity 
MARCH 22   |   6:30-9:30 PM

AT

SANS Pen Test Aust in 2018!

Earn up to 6 CPEs for 

certification renewal upon 

completion of Core NetWars

15

https://www.sans.org/event/pen-test-austin-2018/product/942
https://www.sans.org/event/pen-test-austin-2018/product/3190
https://www.sans.org/event/pen-test-austin-2018/
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Future Training Events

Security East New Orleans, LA Jan 8-13, 2018

Northern VA Winter . . . . . . . . . . Reston, VA . . . . . . . . . . . . Jan 15-20
Las Vegas  . . . . . . . . . . . . . . . . . Las Vegas, NV  . . . . . .Jan 28 - Feb 2
Miami  . . . . . . . . . . . . . . . . . . . . Miami, FL  . . . . . . . . .Jan 29 - Feb 3
Scottsdale . . . . . . . . . . . . . . . . . Scottsdale, AZ . . . . . . . . . . Feb 5-10
Southern California  . . . . . . . . . Anaheim, CA  . . . . . . . . . . Feb 12-17
Dallas  . . . . . . . . . . . . . . . . . . . . Dallas, TX  . . . . . . . . . . . . Feb 19-24
New York City Winter  . . . . . . . . New York, NY . . . . . . Feb 26 - Mar 3
San Francisco Spring  . . . . . . . . San Francisco, CA  . . . . . . Mar 12-17
Northern VA Spring – Tysons  . . McLean, VA . . . . . . . . . . . Mar 17-24 
Pen Test Austin . . . . . . . . . . . . . Austin, TX  . . . . . . . . . . . .Mar 19-24
Boston Spring . . . . . . . . . . . . . . Boston, MA  . . . . . . . . . . Mar 25-30

SANS 2018 Orlando, FL Apr 3-10

Baltimore Spring . . . . . . . . . . . . Baltimore, MD . . . . . . . . . Apr 21-28
Seattle Spring . . . . . . . . . . . . . . Seattle, WA . . . . . . . . . . . Apr 23-28

Security West San Diego, CA May 11-18

Northern VA Reston Spring . . . . Reston, VA . . . . . . . . . . . May 20-25
Atlanta . . . . . . . . . . . . . . . . . . . . Atlanta, GA  . . . . . . . May 29 - Jun 3
Rocky Mountain  . . . . . . . . . . . . Denver, CO  . . . . . . . . . . . . .Jun 4-9
Crystal City  . . . . . . . . . . . . . . . . Arlington, VA . . . . . . . . . . Jun 18-23
Minneapolis  . . . . . . . . . . . . . . . Minneapolis, MN . . . . . . .Jun 25-30
Vancouver . . . . . . . . . . . . . . . . . Vancouver, BC . . . . . . . . .Jun 25-30

Future Summit Events
Cyber Threat Intelligence . . . . . Bethesda, MD . . . . . .Jan 29 - Feb 5
Cloud Security . . . . . . . . . . . . . . San Diego, CA  . . . . . . . . . Feb 19-26
ICS Security . . . . . . . . . . . . . . . . Orlando, FL . . . . . . . . . . .Mar 19-26
Blue Team . . . . . . . . . . . . . . . . . Louisville, KY . . . . . . . . . . Apr 23-30
Automotive Cybersecurity  . . . . Chicago, IL  . . . . . . . . . . . . May 1-8
DFIR . . . . . . . . . . . . . . . . . . . . . . Austin, TX  . . . . . . . . . . . . . Jun 7-14

Future Community SANS Events
Local, single-course events are also offered throughout the  
year via SANS Community. Visit www.sans.org/community for 
up-to-date Community course information.

https://www.sans.org/security-training/by-location/all
https://www.sans.org/community/
https://www.sans.org/summit/


Register online at www.sans.org/pentest

We recommend you register early 
to ensure you get your first choice of courses.
Select your course and indicate whether you plan to test for GIAC certification. If the course 
is still open, the secure, online registration server will accept your registration.  Sold-out 
courses will be removed from the online registration. Everyone with Internet access must 
complete the online registration form. We do not take registrations by phone.

Cancellation & Access Policy
If an attendee must cancel, a substitute may attend instead. Substitution requests 
can be made at any time prior to the event start date. Processing fees will apply. 
All substitution requests must be submitted by email to registration@sans.org. If 
an attendee must cancel and no substitute is available, a refund can be issued for 
any received payments by February 28, 2018. A credit memo can be requested 
up to the event start date. All cancellation requests must be submitted in writing 
by mail or fax and received by the stated deadlines. Payments will be refunded by 
the method that they were submitted. Processing fees will apply.

SANS Voucher Program
Expand your training budget! 
Extend your fiscal year. The SANS 
Voucher Program provides flexibility and 
may earn you bonus funds for training.  

www.sans.org/vouchers 17

Pay Early and Save*

 DATE DISCOUNT DATE  DISCOUNT

Pay & enter code by 1-24-18 $400.00 2-14-18 $200.00

*Some restrictions apply. Early bird discounts do not apply to Hosted courses.

Use code EarlyBird18 when registering early

Top 5 reasons to stay at the Sheraton 
Austin Hotel at the Capitol
1   All SANS attendees receive complimentary 

high-speed Internet when booking in the 
SANS block.

2   No need to factor in daily cab fees and the 
time associated with travel to alternate hotels.

3   By staying at the Sheraton Austin Hotel at the 
Capitol, you gain the opportunity to further 
network with your industry peers and remain 
in the center of the activity surrounding the 
training event.

4   SANS schedules morning and evening events 
at the Sheraton Austin Hotel at the Capitol 
that you won’t want to miss!

5   Everything is in one convenient location!

Sheraton Austin Hotel at the Capitol 
is situated within easy walking 
distance of the state capitol, 
Erwin Center, 6th Street, and the 
University of Texas campus, offering 
music, culture, and entertainment 
experiences.

Special Hotel Rates Available
A special discounted rate of $217.00 
S/D will be honored based on space 
availability. 

Government per diem rooms are 
available with proper ID. These 
rates include high-speed Internet 
in your room and are only available 
through February 23, 2018.

Sheraton Austin Hotel at the Capitol 
701 East 11th Street 
Austin, TX  78701 
512-478-1111 
www.sans.org/event/pen-test-austin-2018/location

Registration Information

Hotel Information

https://www.sans.org/event/pen-test-austin-2018/location/
https://www.sans.org/event/pen-test-austin-2018/
https://www.sans.org/vouchers/


Newsletters
NewsBites 
Twice-weekly, high-level executive 
summaries of the most important news 
relevant to cybersecurity professionals.

OUCH! 
The world’s leading monthly free 
security awareness newsletter designed 
for the common computer user.

@RISK: The Consensus Security Alert 
A reliable weekly summary of  
(1) newly discovered attack vectors,  
(2) vulnerabilities with active new 
exploits, (3) how recent attacks  
worked, and (4) other valuable data.

Webcasts
Ask the Experts Webcasts 
SANS experts bring current and timely 
information on relevant topics in IT 
security.

Analyst Webcasts 
A follow-on to the SANS Analyst 
Program, Analyst Webcasts provide 
key information from our whitepapers 
and surveys.

WhatWorks Webcasts 
The SANS WhatWorks webcasts bring 
powerful customer experiences showing 
how end users resolved specific IT 
security issues.

Tool Talks
Tool Talks are designed to give you a 
solid understanding of a problem, and 
how a vendor’s commercial tool can be 
used to solve or mitigate that problem.

Other Free Resources (No portal account is necessary)
• InfoSec Reading Room
• Top 25 Software Errors
• 20 Critical Controls
• Security Policies
• Intrusion Detection FAQs
• Tip of the Day

• Security Posters
• Thought Leaders
• 20 Coolest Careers
• Security Glossary
• SCORE (Security Consensus 

Operational Readiness Evaluation)

5705 Salem Run Blvd.  
Suite 105 
Fredericksburg, VA 22407

Save $400 when you pay for any 4-, 5-, or 6-day course and enter the code 
“EarlyBird18” by December 27th. www.sans.org/dallas

To be removed from future mailings, please contact unsubscribe@sans.org or (301) 654-SANS (7267).  Please include name and complete address.     NALT-BRO-Dallas-2018

As the leading provider of information 
defense, security, and intelligence training 
to military, government, and industry 
groups, the SANS Institute is proud to be a 
Corporate Member of the AFCEA community.

Create a SANS Account today to enjoy these 
free resources at www.sans.org/account

https://www.sans.org/account



