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Evening Bonus Sessions  
Take advantage of these extra evening presentations  
and add more value to your training. Learn more on page 15. 

KEYNOTE: Actionable Detects: Blue Team Cyber Defense Tactics -Seth Misenar
OODA Security: Taking Back the Advantage -Kevin Fiscus
Blockchain: The New Digital Swiss Army Knife? -G. Mark Hardy
Hunting Logic Attacks -Hassan El Hadary
Failing to Succeed in Cybersecurity and Risk Management -My-Ngoc Nguyen

Register today for SANS Rocky Mountain 2018!   
www.sans.org/rocky-mountain

@SANSInstitute          
Join the conversation:  
#SANSRocky

Rocky Mountain 2018 JUNE 4-9

SANS Instructors 
SANS instructors are real-world practitioners who specialize in the subjects they 
teach. All instructors undergo rigorous training and testing in order to teach SANS 
courses, which guarantees what you learn in class will be up to date and relevant to 
your job. The SANS Rocky Mountain 2018 lineup of instructors includes:

Save $400 when you register and pay by April 11th using code EarlyBird18

Hassan El Hadary 
Instructor

@hassan_hadary

Paul (Monta) Elkins 
Instructor

@montaelkins

Kevin Fiscus 
Principal Instructor

@kevinbfiscus

G. Mark Hardy 
Principal Instructor

@g_mark

Michael Murr 
Principal Instructor

@mikemurr

Paul A. Henry 
Senior Instructor

@phenrycissp

Seth Misenar 
Senior Instructor

@sethmisenar

Keith Palmgren 
Senior Instructor

@kpalmgren

James Tarala 
Senior Instructor

@isaudit
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6 -4 
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WED 
6 -6 

THU 
6 -7 

FRI 
6 -8 

SAT 
6 -9

Jonathan Ham 
Certified Instructor

@jhamcorp

Ismael Valenzuela 
Certified Instructor

@aboutsecurity

My-Ngoc Nguyen 
Certified Instructor

@MenopN
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Two FREE Nights of Core NetWars  
at SANS Rocky Mountain 2018!

JUNE 7 & 8           6:30-9:30 PM

The Core NetWars Experience is a computer and network security 
challenge designed to test your experience and skills in a safe, 
controlled environment while you have a little fun with your fellow IT 
security professionals. Many enterprises, government agencies, and 
military bases are using NetWars to help identify skilled personnel and 
as part of extensive hands-on training. With Core NetWars, you’ll build a 
wide variety of skills while having a great time.

Come and join us for these exciting events to test your skills  
in a challenging and fun learning environment.  

CORE NETWARS IS FREE OF CHARGE TO ALL STUDENTS AT  
SANS ROCKY MOUNTAIN 2018.  

www.sans.org/rocky-mountain

https://www.sans.org/event/rocky-mountain-2018/product/942
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SEC301
Introduction to Cyber Security

To determine if SANS SEC301: Introduction to Cyber Security is right for you, 
ask yourself five simple questions:

 ▐ Do you have basic computer knowledge, but are new to cybersecurity 
and in need of an introduction to the fundamentals?

 ▐ Are you bombarded with complex technical security terms that you 
don’t understand?

 ▐ Are you a non-IT security manager who lays awake at night worrying 
that your company will be the next mega-breach headline story on the 
6 o’clock news?

 ▐ Do you need to be conversant in basic security concepts, principles, 
and terms, even if you don’t need “deep in the weeds” detail?

 ▐ Have you decided to make a career change to take advantage of 
the job opportunities in cybersecurity and need formal training and 
certification?

If you answer yes to any of these questions, the SEC301: Introduction to 
Cyber Security training course is for you. Students with a basic knowledge 
of computers and technology but no prior cyber security experience can 
jump-start their security education with insight and instruction from real-
world security experts in SEC301.

This completely revised and comprehensive five-day course covers a wide 
range of baseline topics, including terminology, the basics of computer 
networks, security policies, incident response, passwords, and even an 
introduction to cryptographic principles. The hands-on, step-by-step 
learning format will enable you to grasp all the information presented 
even if some of the topics are new to you. You’ll learn fundamentals of 
cybersecurity that will serve as the foundation of your security skills and 
knowledge for years to come.

Written by a security professional with over 30 years of experience in 
both the public and private sectors, SEC301 provides uncompromising 
real-world insight from start to finish. The course prepares you for the 
Global Information Security Fundamentals (GISF) certification test, as 
well as for the next SANS course in this progression, SEC401: Security 
Essentials Bootcamp Style. It also delivers on the SANS promise: You will 
be able to use the knowledge and skills you learn in SEC301 as soon as 
you return to work.

Five-Day Program 
Mon, June 4 - Fri, June 8 
9:00am - 5:00pm 
30 CPEs 
Laptop Required 
Instructor: Keith Palmgren

Who Should Attend 
   Anyone new to 

cybersecurity and in need 
of an introduction to the 
fundamentals of security

   Those who feel bombarded 
with complex technical 
security terms they don’t 
understand, but want to 
understand

   Non-IT security managers 
who deal with technical 
issues and understand 
them and who worry their 
company will be the next 
mega-breach headline 
story on the 6 o’clock news

   Professionals with basic 
computer and technical 
knowledge in all disciplines 
who need to be conversant 
in basic security concepts, 
principles, and terms, but 
who don’t need “deep in 
the weeds” detail

   Those who have decided 
to make a career change 
to take advantage of 
the job opportunities 
in cybersecurity and 
need formal training and 
certification

Bundle OnDemand  
with this course

Keith Palmgren 
SANS Senior Instructor

@kpalmgren

Keith Palmgren is an IT security professional with over 30 years of experience specializing 
in the field. He began his career with the U.S. Air Force working with cryptographic keys and 
codes management. He also worked in what was at the time the newly-formed Air Force 
computer security department. Following the Air Force, Keith worked as an MIS director 
for a small company before joining AT&T/Lucent as a Senior Security Architect working on 
engagements with the DoD and the National Security Agency. Later, as Security Consulting 
Practice Manager for both Sprint and Netigy, Keith built and ran the security consulting 
practice. He was responsible for all security consulting world-wide and for leading dozens of 
security professionals on many consulting engagements across all business spectrums. For 
the last several years, Keith has run his own company, NetIP, Inc. He divides his time between 
consulting, training, and freelance writing projects. In his career, Keith has trained over 10,000 
IT professionals and authored more than 20 IT security training courses including the SANS 
SEC301 course. Keith currently holds 10 computer security certifications (CISSP, GSEC, GCIH, 
GCED, GISF, CEH, Security+, Network+, A+, CTT+).  

GISF
www.giac.org/gisf

“ The SEC301 course was an amazing foundation builder. I 
highly suggest this course be taken by anyone who has a 
position, or interest, involving information security.” 

-Melanie Berryhill, Security On-Demand

This course is available  
via Simulcast. See page 17 
for more information

https://www.giac.org/certification/information-security-fundamentals-gisf
https://www.sans.org/event/rocky-mountain-2018/course/intro-information-security
https://www.sans.org/event/rocky-mountain-2018/attend-remotely/
https://www.sans.org/ondemand/bundles
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SEC401
Security Essentials Bootcamp Style

Learn the most effective steps to prevent attacks and detect adversaries 
with actionable techniques that you can directly apply when you get back 
to work. Learn tips and tricks from the experts so that you can win the 
battle against the wide range of cyber adversaries that want to harm your 
environment.
Is SEC401: Security Essentials Bootcamp Style the right course for you? 
STOP and ask yourself the following questions:

 ▐ Do you fully understand why some organizations get compromised and 
others do not?

 ▐ If there were compromised systems on your network, are you confident 
that you would be able to find them?

 ▐ Do you know the effectiveness of each security device and are you 
certain that they are all configured correctly?

 ▐ Are proper security metrics set up and communicated to your 
executives to drive security decisions?

If you do not know the answers to these questions, SEC401 course will 
provide the information security training you need in a bootcamp-style 
format that is reinforced with hands-on labs.
Learn to build a security roadmap that can scale today and into the future.
SEC401: Security Essentials Bootcamp Style is focused on teaching you the 
essential information security skills and techniques you need to protect 
and secure your organization’s critical information assets and business 
systems. Our course will show you how to prevent your organization’s 
security problems from being headline news in the Wall Street Journal!
Prevention is ideal but detection is a must.
With the rise in advanced persistent threats, it is almost inevitable that 
organizations will be targeted. Whether the attacker is successful in 
penetrating an organization’s network depends on the effectiveness 
of the organization’s defense. Defending against attacks is an ongoing 
challenge, with new threats emerging all of the time, including the next 
generation of threats. Organizations need to understand what really 
works in cybersecurity. What has worked, and will always work, is taking a 
risk-based approach to cyber defense. Before your organization spends a 
dollar of its IT budget or allocates any resources or time to anything in the 
name of cybersecurity, three questions must be answered: 

 ▐ What is the risk?        
 ▐ Is it the highest priority risk?       
 ▐ What is the most cost-effective way to reduce the risk?

Security is all about making sure you focus on the right areas of defense. 
In SEC401 you will learn the language and underlying theory of computer 
and information security. You will gain the essential and effective security 
knowledge you will need if you are given the responsibility for securing 
systems and/or organizations. This course meets both of the key promises 
SANS makes to our students: (1) You will learn up-to-the-minute skills you 
can put into practice immediately upon returning to work; and (2) You will 
be taught by the best security instructors in the industry.

Six-Day Program 
Mon, June 4 - Sat, June 9 
9:00am - 7:00pm (Days 1-5) 
9:00am - 5:00pm (Day 6) 
46 CPEs 
Laptop Required 
Instructor: Paul A. Henry

Who Should Attend 
   Security professionals who 

want to fill the gaps in their 
understanding of technical 
information security

   Managers who want to 
understand information 
security beyond simple 
terminology and concepts

   Operations personnel who 
do not have security as 
their primary job function 
but need an understanding 
of security to be effective

   IT engineers and 
supervisors who need 
to know how to build a 
defensible network against 
attacks

   Administrators responsible 
for building and 
maintaining systems that 
are being targeted by 
attackers

   Forensic specialists, 
penetration testers, and 
auditors who need a solid 
foundation of security 
principles to be as effective 
as possible at their jobs

   Anyone new to information 
security with some 
background in information 
systems and networking

Bundle OnDemand  
with this course

GSEC
www.giac.org/gsec

DoDD
8140

Meets DoDD 8140 (8570) 
Requirements
www.sans.org/8140

This course has evening 
Bootcamp Sessions

Paul A. Henry 
SANS Senior Instructor

@phenrycissp

Paul Henry is one of the world’s foremost global information security and computer forensic 
experts, with more than 20 years of experience managing security initiatives for Global 2000 
enterprises and government organizations worldwide. Paul is a principal at vNet Security, LLC 
and is keeping a finger on the pulse of network security as the security and forensic analyst at 
Lumension Security. Throughout his career, Paul has played a key strategic role in launching 
new network security initiatives to meet our ever-changing threat landscape. He also advises 
and consults on some of the world’s most challenging and high-risk information security 
projects, including the National Banking System in Saudi Arabia, the Reserve Bank of Australia, 
the U.S. Department of Defense’s Satellite Data Project, and both government as well as 
telecommunications projects throughout Southeast Asia. Paul is frequently cited by mainstream 
and trade print publications as an expert on computer forensics, technical security topics, and 
general security trends and serves as an expert commentator for network broadcast outlets 
such as FOX, NBC, CNN, and CNBC. In addition, Paul regularly authors thought leadership articles 
on technical security issues, and his expertise and insight help shape the editorial direction of 
key security publications, such as the Information Security Management Handbook, to which he 
is a consistent contributor. Paul is a featured and keynote speaker at seminars and conferences 
worldwide, delivering presentations on diverse topics including anti-forensics, network access 
control, cyber crime, DDoS attack risk mitigation, firewall architectures, security architectures, 
and managed security services.  

https://www.giac.org/certification/security-essentials-gsec
https://www.sans.org/event/rocky-mountain-2018/course/security-essentials-bootcamp-style
https://www.sans.edu
https://www.sans.org/dodd-8140/
https://www.sans.org/ondemand/bundles
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Michael Murr 
SANS Principal Instructor

@mikemurr

Michael Murr has been a forensic analyst with Code-X Technologies for over five years. He has 
conducted numerous investigations and computer forensic examinations, and has performed 
specialized research and development. Michael has taught SANS SEC504: Hacker Techniques, 
Exploits, and Incident Handling, SANS FOR508: Computer Forensics, Investigation, and Response, 
and SANS FOR610: Reverse-Engineering Malware. He has also led SANS Online Training courses 
and is a member of the GIAC Advisory Board. Currently, Michael is working on an open-source 
framework for developing digital forensics applications. He holds the GCIH, GCFA, and GREM 
certifications and has a degree in computer science from California State University at Channel 
Islands. Michael also blogs about digital forensics on his forensic computing blog.  

SEC504
Hacker Tools, Techniques, Exploits, and Incident Handling

GCIH
www.giac.org/gcih

The Internet is full of powerful hacking tools and bad guys using them 
extensively. If your organization has an Internet connection and one or two 
disgruntled employees (and whose does not!), your computer systems will 
get attacked. From the five, ten, or even one hundred daily probes against 
your Internet infrastructure to the malicious insider slowly creeping 
through your most vital information assets, attackers are targeting your 
systems with increasing viciousness and stealth. As defenders, it is 
essential we understand these hacking tools and techniques.

This course enables you to turn the tables on computer attackers by 
helping you understand their tactics and strategies in detail, giving you 
hands-on experience in finding vulnerabilities and discovering intrusions, 
and equipping you with a comprehensive incident handling plan. It 
addresses the latest cutting-edge insidious attack vectors, the “oldie-
but-goodie” attacks that are still prevalent, and everything in between. 
Instead of merely teaching a few hack attack tricks, this course provides a 
time-tested, step-by-step process for responding to computer incidents, 
and a detailed description of how attackers undermine systems so you can 
prepare for, detect, and respond to them. 

In addition, the course explores the legal issues associated with 
responding to computer attacks, including employee monitoring, working 
with law enforcement, and handling evidence. Finally, students will 
participate in a hands-on workshop that focuses on scanning, exploiting, 
and defending systems. This course will enable you to discover the holes 
in your system before the bad guys do!

The course is particularly well-suited to individuals who lead or are a 
part of an incident handling team. General security practitioners, system 
administrators, and security architects will benefit by understanding how 
to design, build, and operate their systems to prevent, detect, and respond 
to attacks.

Six-Day Program 
Mon, June 4 - Sat, June 9 
9:00am - 7:15pm (Day 1) 
9:00am - 5:00pm (Days 2-6) 
37 CPEs 
Laptop Required 
Instructor: Michael Murr

Who Should Attend 
   Incident handlers
   Leaders of incident 

handling teams
   System administrators 

who are on the front lines 
defending their systems 
and responding to attacks

   Other security personnel 
who are first responders 
when systems come under 
attack

“ The training was super important to me personally. This is 
the direction I’ve been wanting to steer my career for over a 
year and the opportunity to get this training was invaluable 
to me, and to my organization to the degree that they are 
able to integrate processes into the structure.”

-Erik Mandt, Lake Washington School DistrictDoDD
8140

Meets DoDD 8140 (8570) 
Requirements
www.sans.org/8140

This course has 
extended hours

Bundle OnDemand  
with this course

https://www.sans.org/event/rocky-mountain-2018/course/hacker-techniques-exploits-incident-handling
https://www.giac.org/certification/certified-incident-handler-gcih
https://www.sans.edu
https://www.sans.org/dodd-8140/
https://www.sans.org/ondemand/bundles


SEC511
Continuous Monitoring and Security Operations

We continue to underestimate the tenacity of our adversaries! 
Organizations are investing significant time and financial and human 
resources to combat cyber threats and prevent cyber attacks, but despite 
this tremendous effort, organizations are still getting compromised. The 
traditional perimeter-focused, prevention-dominant approach to security 
architecture has failed to prevent intrusions. No network is impenetrable, 
which is a reality that business executives and security professionals alike 
have to accept. Prevention is crucial, and we can’t lose sight of it as the 
primary goal. However, a new proactive approach to security is needed 
to enhance the capabilities of organizations to detect threats that will 
inevitably slip through their defenses.

The underlying challenge for organizations victimized by an attack is timely 
incident detection. Industry data suggest that most security breaches 
typically go undiscovered for an average of seven months. Attackers simply 
have to find one way into most organizations, because they know that 
the lack of visibility and internal security controls will then allow them to 
methodically carry out their mission and achieve their goals.

The Defensible Security Architecture, Network Security Monitoring (NSM)/
Continuous Diagnostics and Mitigation (CDM)/Continuous Security 
Monitoring (CSM) taught in this course will best position your organization 
or Security Operations Center (SOC) to analyze threats and detect 
anomalies that could indicate cybercriminal behavior. The payoff for 
this new proactive approach will be early detection of an intrusion, or 
successfully thwarting the efforts of attackers altogether. The National 
Institute of Standards and Technology (NIST) developed guidelines 
described in NIST SP 800-137 for Continuous Monitoring (CM), and this 
course will greatly increase your understanding and enhance your skills in 
implementing CM utilizing the NIST framework.

SEC511 will take you on quite a journey. We start by exploring traditional 
security architecture to assess its current state and the attacks against it. 
Next, we discuss and discover modern security design that represents a 
new proactive approach to such architecture that can be easily understood 
and defended. We then transition to how to actually build the network 
and endpoint security, and then carefully navigate our way through 
automation, NSM/CDM/CSM. For timely detection of potential intrusions, 
the network and systems must be proactively and continuously monitored 
for any changes in the security posture that might increase the likelihood 
that attackers will succeed.

Your SEC511 journey will conclude with one last hill to climb! The final 
day (Day 6) features a Capture-the-Flag competition that challenges you 
to apply the skills and techniques learned in the course to detect and 
defend the modern security architecture that has been designed. Course 
authors Eric Conrad and Seth Misenar have designed the Capture-the-Flag 
competition to be fun, engaging, comprehensive, and challenging. You will 
not be disappointed!

Six-Day Program 
Mon, June 4 - Sat, June 9 
9:00am - 7:00pm (Days 1-5) 
9:00am - 5:00pm (Day 6) 
46 CPEs 
Laptop Required 
Instructor: Jonathan Ham

Who Should Attend 
   Security architects
   Senior security engineers
   Technical security managers
   Security Operations Center 

(SOC) analysts, engineers, 
and managers

   CND analysts
   Individuals working to 

implement Continuous 
Diagnostics and Mitigation 
(CDM), Continuous 
Security Monitoring (CSM), 
or Network Security 
Monitoring (NSM)

Bundle OnDemand  
with this course

Jonathan Ham 
SANS Certified Instructor

@jhamcorp

Jonathan is an independent consultant who specializes in large-scale enterprise security 
issues, from policy and procedure, through staffing and training, to scalable prevention, 
detection, and response technology and techniques. With a keen understanding of ROI and 
TCO (and an emphasis on process over products), he has helped his clients achieve greater 
success for over 20 years, advising in both the public and private sectors, from small start-ups 
to the Fortune 500. He’s been commissioned to teach NCIS investigators how to use Snort, 
performed packet analysis from a facility more than 2000 feet underground, and chartered 
and trained the Cyber Incident Response Team for one of the largest U.S. civilian federal 
agencies. He has held the CISSP®, GSEC, GCIA, and GCIH certifications and is a member of the 
GIAC Advisory Board. A former combat medic, Jonathan still spends some of his time practicing 
a different kind of emergency response, volunteering and teaching for both the National Ski 
Patrol and the American Red Cross. 

GMON
www.giac.org/gmon

This course has evening 
Bootcamp Sessions

“ SEC511 was a 
wonderful look into 
the world of the blue 
team. The instructors 
have superb real-life 
experiences that 
frame the content 
perfectly. Thanks 
SANS!” 

-Cameron Johns,  

Tyson Foods, Inc.

This course is available  
via Simulcast. See page 17 
for more information

For course updates, prerequisites, special notes, or laptop requirements, visit www.sans.org/event/rocky-mountain-2018/courses 5

https://www.sans.org/event/rocky-mountain-2018/course/continuous-monitoring-security-operations
https://www.giac.org/certification/continuous-monitoring-certification-gmon
https://www.sans.edu
https://www.sans.org/ondemand/bundles
https://www.sans.org/event/rocky-mountain-2018/attend-remotely/
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SEC542
Web App Penetration Testing and Ethical Hacking

Web applications play a vital role in every modern organization. However, 
if your organization doesn’t properly test and secure its web apps, 
adversaries can compromise these applications, damage business 
functionality, and steal data. Unfortunately, many organizations operate 
under the mistaken impression that a web application security scanner 
will reliably discover flaws in their systems. 

SEC542 helps students move beyond push-button scanning to professional, 
thorough, and high-value web application penetration testing. 

Customers expect web applications to provide significant functionality 
and data access. Even beyond the importance of customer-facing web 
applications, internal web applications increasingly represent the most 
commonly used business tools within any organization. Unfortunately, 
there is no “patch Tuesday” for custom web applications, and major 
industry studies find that web application flaws play a major role in 
significant breaches and intrusions. Adversaries increasingly focus 
on these high-value targets either by directly abusing public-facing 
applications or by focusing on web apps as targets after an initial break-in. 

Modern cyber defense requires a realistic and thorough understanding of 
web application security issues. Anyone can learn to sling a few web hacks, 
but effective web application penetration testing requires something 
deeper. 

SEC542 enables students to assess a web application’s security posture 
and convincingly demonstrate the impact of inadequate security that 
plagues most organizations. 

In this course, students will come to understand major web application 
flaws and their exploitation. Most importantly, they’ll learn a field-tested 
and repeatable process to consistently find these flaws and convey what 
they have learned to their organizations. Even technically gifted security 
geeks often struggle with helping organizations understand risk in terms 
relatable to business. Much of the art of penetration testing has less to do 
with learning how adversaries are breaking in than it does with convincing 
an organization to take the risk seriously and employ appropriate 
countermeasures. The goal of SEC542 is to better secure organizations 
through penetration testing, and not just show off hacking skills. This 
course will help you demonstrate the true impact of web application flaws 
through exploitation.

In addition to high-quality course content, SEC542 focuses heavily on 
in-depth, hands-on labs to ensure that students can immediately apply 
all they learn. The course features more than 30 formal hands-on labs 
and culminates in a web application pen test tournament, powered by the 
SANS NetWars Cyber Range. This Capture-the-Flag event on the final day 
brings students into teams to apply their newly acquired command of web 
application penetration testing techniques in a fun way that hammers 
home lessons learned.

Six-Day Program 
Mon, June 4 - Sat, June 9 
9:00am - 5:00pm 
36 CPEs 
Laptop Required 
Instructor: Hassan El Hadary

Who Should Attend 
   General security 

practitioners
   Penetration testers
   Ethical hackers
   Web application developers
   Website designers and 

architects

Hassan El Hadary 
SANS Instructor

@hassan_hadary

Hassan is currently a lead consultant at SecureMisr heading the application security 
assessment and code review team. He is also responsible for performing penetration tests 
as well as advising customers in the areas of PCI-DSS and PCI-PIN Security Compliance 
Requirements. He started his career as a programmer, during which time he developed his 
passion for information security. Hassan received his master’s degree in computer science 
from the American University in Cairo with a thesis in the field of secure software engineering. 
He has the GWAPT and GCIH certifications. Hassan is an active participant in bug bounty 
programs. He has been acknowledged and rewarded by several vendors such as Google, 
Apple, Facebook, Twitter, PayPal, eBay, Etsy, AT&T, Gift Cards, Cisco Meraki, and Groupon. He 
has made presentations at events such as SANS Pen Test Berlin, US - Egypt Cyber Security 
Workshop, Middle East Info Security Summit, ADPoly Cyber Security Bootcamp, OWASP Cairo 
Chapter, CSCAMP and SKLABS.

GWAPT
www.giac.org/gwapt

Bundle OnDemand  
with this course

“ As a web application 
developer, SEC542 
gives me great 
insight into what I 
can do better and 
what to look for.” 
-Joshua Barone, Geocent

https://www.sans.org/event/rocky-mountain-2018/course/web-app-penetration-testing-ethical-hacking
https://www.giac.org/certification/web-application-penetration-tester-gwapt
https://www.sans.edu
https://www.sans.org/ondemand/bundles
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New!

SEC555
SIEM with Tactical Analytics

Many organizations have logging capabilities but lack the people and 
processes to analyze them. In addition, logging systems collect vast amounts 
of data from a variety of data sources that require an understanding of the 
sources for proper analysis. This class is designed to provide individuals 
training, methods, and processes for enhancing existing logging solutions. 
This class will also help you understand the when, what, and why behind the 
logs. This is a lab-heavy course that utilizes SOF-ELK, a SANS-sponsored free 
Security Information and Event Management (SIEM) solution, to provide the 
hands-on experience and mindset needed for large-scale data analysis.

Today, security operations do not suffer from a “big data” problem but 
rather a “data analysis” problem. Let’s face it, there are multiple ways 
to store and process large amounts of data without any real emphasis 
on gaining insight into the information collected. Added to that is the 
daunting idea of an infinite list of systems from which one can collect logs. 
It is easy to get lost in the perils of data saturation. This class moves away 
from the typical churn-and-burn log systems and moves instead towards 
achieving actionable intelligence and developing a tactical Security 
Operations Center (SOC).

This course is designed to demystify the SIEM architecture and process 
by navigating the student through the steps of tailoring and deploying a 
SIEM system to full SOC integration. The material will cover many bases 
in the appropriate use of a SIEM platform to enrich readily available log 
data in enterprise environments and extract actionable intelligence. Once 
the information is collected, the student will be shown how to present 
the gathered input into usable formats to aid in eventual correlation. 
Students will then iterate through the log data and events to analyze key 
components that will allow them to learn how rich this information is, how 
to correlate the data, how to start investigating based on the aggregate 
data, and, finally, how to go hunting with this newly gained knowledge. 
They will also learn how to deploy internal post-exploitation tripwires and 
breach canaries to nimbly detect sophisticated intrusions. Throughout 
the course, the text and labs will not only show how to manually perform 
these actions, but also how to automate many of the processes mentioned 
so students can employ these tasks the day they return to the office.

The underlying theme is to actively apply Continuous Monitoring and 
analysis techniques by utilizing modern cyber threat attacks. Labs will 
involve replaying captured attack data to provide real-world results and 
visualizations.

Six-Day Program 
Mon, June 4 - Sat, June 9 
9:00am - 7:00pm (Days 1-5) 
9:00am - 5:00pm (Day 6) 
46 CPEs 
Laptop Required 
Instructor: Seth Misenar

Who Should Attend 
   Security analysts
   Security architects
   Senior security engineers
   Technical security managers
   Security Operations Center 

analysts, engineers,  
and managers

   CND analysts
   Security monitoring 

specialists
   System administrators
   Cyber threat investigators
   Individuals working to 

implement Continuous 
Security Monitoring

   Individuals working in a 
hunt team capacity

Bundle OnDemand  
with this course

Seth Misenar 
SANS Senior Instructor

@sethmisenar

Seth Misenar is the founder of and lead consultant for Context Security, a Jackson, Mississippi-
based company that provides information security thought leadership, independent research, 
and security training. Seth’s background includes network and web application penetration 
testing, vulnerability assessment, regulatory compliance, security architecture design, and 
general security consulting. He has previously served as both a physical and network security 
consultant for Fortune 100 companies, as well as the Health Insurance Portability and 
Accountability Act, and as information security officer for a state government agency. Prior 
to becoming a security geek, Seth received a bachelor’s degree in philosophy from Millsaps 
College, where he was twice selected for a Ford Teaching Fellowship. Also, Seth is no stranger 
to certifications and thus far has achieved credentials that include the CISSP®, GPEN, GWAPT, 
GSEC, GCIA, GCIH, GCWN, GCFA, and MCSE.  

This course has evening 
Bootcamp Sessions

“ This course is as practical and real-world as it gets.  
It provides numerous quick wins and really stimulates 
thinking about the relative value of numerous ways to 
defend your organization.” 

-Mikhail Vitebskiy, Lexington Partners

This course is available  
via Simulcast. See page 17 
for more information

GCDA
www.giac.org/gcda

https://www.sans.org/event/rocky-mountain-2018/course/siem-with-tactical-analytics
https://www.giac.org/certification/certified-detection-analyst-gcda
https://www.sans.org/ondemand/bundles
https://www.sans.org/event/rocky-mountain-2018/attend-remotely/


SEC560
Network Penetration Testing and Ethical Hacking

As a cybersecurity professional, you have a unique responsibility to find 
and understand your organization’s vulnerabilities, and to work diligently 
to mitigate them before the bad guys pounce. Are you ready? SANS SEC560, 
our flagship course for penetration testing, fully arms you to address this 
challenge head-on.

SEC560 is the must-have course for every well-rounded security professional.

With comprehensive coverage of tools, techniques, and methodologies 
for network penetration testing, SEC560 truly prepares you to conduct 
high-value penetration testing projects step-by-step and end-to-end. 
Every organization needs skilled information security personnel who can 
find vulnerabilities and mitigate their effects, and this entire course is 
specially designed to get you ready for that role. The course starts with 
proper planning, scoping and recon, then dives deep into scanning, target 
exploitation, password attacks, and web app manipulation, with more than 
30 detailed hands-on labs throughout. The course is chock-full of practical, 
real-world tips from some of the world’s best penetration testers to help 
you do your job safely, efficiently…and masterfully.

Learn the best ways to test your own systems before the bad guys attack.

SEC560 is designed to get you ready to conduct a full-scale, high-value 
penetration test – and on the last day of the course you’ll do just that. 
After building your skills in comprehensive and challenging labs over five 
days, the course culminates with a final full-day, real-world penetration 
test scenario. You’ll conduct an end-to-end pen test, applying knowledge, 
tools, and principles from throughout the course as you discover 
and exploit vulnerabilities in a realistic sample target organization, 
demonstrating the knowledge you’ve mastered in this course.

You will bring comprehensive penetration testing and ethical hacking 
know-how back to your organization.

You will learn how to perform detailed reconnaissance, studying a target’s 
infrastructure by mining blogs, search engines, social networking sites, and 
other Internet and intranet infrastructures. Our hands-on labs will equip 
you to scan target networks using best-of-breed tools. We won’t just cover 
run-of-the-mill options and configurations, we’ll also go over the lesser 
known but super-useful capabilities of the best pen test toolsets available 
today. After scanning, you’ll learn dozens of methods for exploiting target 
systems to gain access and measure real business risk. You’ll dive deep 
into post-exploitation, password attacks, and web apps, pivoting through 
the target environment to model the attacks of real-world bad guys to 
emphasize the importance of defense in depth. 

Six-Day Program 
Mon, June 4 - Sat, June 9 
9:00am - 7:15pm (Day 1) 
9:00am - 5:00pm (Days 2-6) 
37 CPEs 
Laptop Required 
Instructor: Kevin Fiscus

Who Should Attend 
   Security personnel whose 

job involves assessing 
networks and systems 
to find and remediate 
vulnerabilities

   Penetration testers
   Ethical hackers
   Defenders who want to 

better understand offensive 
methodologies, tools, and 
techniques

   Auditors who need to build 
deeper technical skills

   Red and blue team 
members

   Forensics specialists who 
want to better understand 
offensive tactics

Kevin Fiscus 
SANS Principal Instructor

@kevinbfiscus

Kevin Fiscus is the founder of and lead consultant for Cyber Defense Advisors, where he 
performs security and risk assessments, vulnerability and penetration testing, security program 
design, policy development and security awareness with a focus on serving the needs of 
small and mid-sized organizations. Kevin has over 20 years of IT experience and has focused 
exclusively on information security for the past 12 years. Kevin currently holds the CISA, GPEN, 
GREM, GMOB, GCED, GCFA-Gold, GCIA-Gold, GCIH, GAWN, GPPA, GCWN, GCSC-Gold, GSEC, SCSA, 
RCSE, and SnortCP certifications and is proud to have earned the top information security 
certification in the industry, the GIAC Security Expert. He has also achieved the distinctive title 
of SANS Cyber Guardian for both red team and blue team. Kevin has taught many of SANS’s 
most popular classes including SEC401, SEC464, SEC503, SEC504, SEC542, SEC560, SEC561, SEC575, 
FOR508, and MGT414. 

GPEN
www.giac.org/gpen

This course has 
extended hours

Bundle OnDemand  
with this course

“ SEC560 provides 
practical, how-to 
material that I can 
use daily in my 
penetration testing 
activities – not only 
technically, but also 
from a business 
perspective.” 

-Steve Nolan,  

General Dynamics

This course is available  
via Simulcast. See page 17 
for more information

Register at www.sans.org/rocky-mountain     |     301-654-SANS (7267) 8

https://www.sans.org/event/rocky-mountain-2018/course/network-penetration-testing-ethical-hacking
https://www.giac.org/certification/penetration-tester-gpen
https://www.sans.edu
https://www.sans.org/ondemand/bundles
https://www.sans.org/event/rocky-mountain-2018/attend-remotely/


SEC566
Implementing and Auditing the  
Critical Security Controls – In-Depth

Cybersecurity attacks are increasing and evolving so rapidly that it is 
more difficult than ever to prevent and defend against them. Does your 
organization have an effective method in place to detect, thwart, and 
monitor external and internal threats to prevent security breaches? This 
course helps you master specific, proven techniques and tools needed to 
implement and audit the Critical Security Controls as documented by the 
Center for Internet Security (CIS).

As threats evolve, an organization’s security should too. To enable your 
organization to stay on top of this ever-changing threat scenario, SANS 
has designed a comprehensive course that teaches students the Critical 
Security Controls, a prioritized, risk-based approach to security. Designed by 
private and public sector experts from around the world, the Controls are 
the best way to block known attacks and mitigate damage from successful 
attacks. They have been adopted by the U.S. Department of Homeland 
Security, state governments, universities, and numerous private firms.

The Controls are specific guidelines that CISOs, CIOs, IGs, systems 
administrators, and information security personnel can use to manage 
and measure the effectiveness of their defenses. They are designed to 
complement existing standards, frameworks, and compliance schemes 
by prioritizing the most critical threat and highest payoff defenses, while 
providing a common baseline for action against risks that we all face.

The Controls are an effective security framework because they are based 
on actual attacks launched regularly against networks. Priority is given 
to Controls that (1) mitigate known attacks (2) address a wide variety 
of attacks, and (3) identify and stop attackers early in the compromise 
cycle. The British government’s Center for the Protection of National 
Infrastructure describes the Controls as the “baseline of high-priority 
information security measures and controls that can be applied across an 
organisation in order to improve its cyber defence.”

SANS’s in-depth, hands-on training will teach you how to master the specific 
techniques and tools needed to implement and audit the Critical Controls. It 
will help security practitioners understand not only how to stop a threat, but 
why the threat exists, and how to ensure that security measures deployed 
today will be effective against the next generation of threats.

The course shows security professionals how to implement the Controls in 
an existing network through cost-effective automation. For auditors, CIOs, 
and risk officers, the course is the best way to understand how you will 
measure whether the Controls are effectively implemented.

Five-Day Program 
Mon, June 4 - Fri, June 8 
9:00am - 5:00pm 
30 CPEs 
Laptop Required 
Instructor: James Tarala

Who Should Attend 
   Information assurance 
auditors

   System implementers or 
administrators

   Network security engineers
   IT administrators
   Department of Defense 

personnel or contractors
   Staff and clients of federal 

agencies
   Private sector organizations 

looking to improve 
information assurance 
processes and secure their 
systems

   Security vendors and 
consulting groups looking 
to stay current with 
frameworks for information 
assurance

   Alumni of SEC/AUD440, 
SEC401, SEC501, SANS Audit 
classes, and MGT512

Bundle OnDemand  
with this course

GCCC
www.giac.org/gccc

James Tarala 
SANS Senior Instructor

@isaudit

James Tarala is a principal consultant with Enclave Security and is based in Venice, 
Florida. He is a regular speaker for the SANS Institute as well as a courseware author and 
editor for many SANS auditing and security courses. As a consultant, he has spent the 
past few years developing large enterprise IT security and infrastructure architectures, 
specifically working with many Microsoft-based directory services, e-mail, terminal 
services, and wireless technologies. He has also spent a large amount of time consulting 
with organizations to assist them with their security management, operational practices, 
and regulatory compliance issues, and he often performs independent security audits and 
assists internal audit groups in developing their internal audit programs. James completed 
his undergraduate studies at Philadelphia Biblical University and his graduate work at the 
University of Maryland. He holds numerous professional certifications. 

“ The 20 controls presented in the course are requirements 
found in most regulated industries. I found the format and 
layout of each control well explained and easy to follow.” 

-Josh Ellis, Iberdrola USA 

This course is available  
via Simulcast. See page 17 
for more information

For course updates, prerequisites, special notes, or laptop requirements, visit www.sans.org/event/rocky-mountain-2018/courses 9

https://www.sans.org/event/rocky-mountain-2018/course/implementing-auditing-critical-security-controls
https://www.giac.org/certification/critical-controls-certification-gccc
https://www.sans.edu
https://www.sans.org/ondemand/bundles
https://www.sans.org/event/rocky-mountain-2018/attend-remotely/


MGT512
SANS Security Leadership Essentials for Managers 
with Knowledge Compression™

This completely updated course is designed to empower advancing 
managers who want to get up to speed quickly on information security 
issues and terminology. You won’t just learn about security, you will 
learn how to manage security. Lecture sections are intense; the most 
common student comment is that it’s like drinking from a fire hose. 
The diligent manager will learn vital, up-to-date knowledge and skills 
required to supervise the security component of any information 
technology project. Additionally, the course has been engineered to 
incorporate the NIST Special Publication 800 (series) guidance so 
that it can be particularly useful to U.S. government managers and 
supporting contractors.

Essential security topics covered in this management track include 
network fundamentals and applications, power, cooling and safety, 
architectural approaches to defense in depth, cyber attacks, 
vulnerability assessment and management, security policies, 
contingency and continuity planning, awareness management, risk 
management analysis, incident handling, web application security, 
and offensive and defensive information warfare, culminating with our 
management practicum. The material uses Knowledge Compression,™ 
special charts, and other proprietary SANS techniques to help convey 
the key points of critical slides and keep the information flow rate at a 
pace senior executives demand every teaching hour of the course. The 
course has been evaluated and approved by CompTIA’s CAQC program 
for Security+ 2008 to ensure that managers and their direct reports 
have a common baseline for security terminology and concepts. You 
will be able to put what you learn into practice the day you get back 
into the office.

Knowledge Compression™

Maximize your learning potential!

Knowledge Compression™ is an optional add-on feature to a SANS 
class that aims to maximize the absorption and long-term retention 
of large amounts of data over a relatively short period of time. 
Through the use of specialized training materials, in-class reviews, 
examinations and test-taking instruction, Knowledge Compression™ 
ensures students have a solid understanding of the information 
presented to them. By attending classes that feature this advanced 
training product, you will experience some of the most intense and 
rewarding training programs SANS has to offer, in ways that you never 
thought possible!

Five-Day Program 
Mon, June 4 - Fri, June 8 
9:00am - 6:00pm (Days 1-4) 
9:00am - 4:00pm (Day 5) 
33 CPEs 
Laptop Required 
Instructor: My-Ngoc Nguyen

Who Should Attend 
   All newly-appointed 

information security 
officers

   Technically-skilled 
administrators who 
have recently been 
given leadership 
responsibilities

   Seasoned managers who 
want to understand what 
their technical people are 
telling them

“The material 
presented in 
MGT512 is excellent 
and geared directly 
to management 
principles that can 
be applied in any 
organization.”
-Tom Kleis, DoN Civilian

DoDD
8140

Meets DoDD 8140  
(8570) Requirements
www.sans.org/8140

Bundle OnDemand  
with this course

GSLC
www.giac.org/gslc

Register at www.sans.org/rocky-mountain     |     301-654-SANS (7267) 10

My-Ngoc Nguyen 
SANS Certified Instructor

@MenopN

My-Ngoc Nguyen (pronounced Mee-Nop Wynn) is the CEO/Principal Consultant for Secured IT 
Solutions. She has 15 years of experience in information systems and technology, with the past 
12 years focused on cybersecurity and information assurance for both the government and 
commercial sectors. My-Ngoc is highly experienced in IT security and risk methodologies and 
in legal and compliance programs. She led a cybersecurity program under a federal agency for 
a highly-regulated, first-of-a-kind project of national importance. With that experience, she 
has been helping client organizations in both the public and private sectors implement secure 
and compliant business processes and IT solutions using defense-in-depth and risk-based 
approaches. Along with a master’s degree in management information systems, she has top 
security certifications that include GPEN, GCIH, GSEC, and CISSP®, and is a former QSA. She 
is a member of the FBI’s InfraGard, the Information Systems Security Association (ISSA), the 
Information Systems Audit and Control Association (ISACA), and the International Information 
Systems Security Certification Consortium (ISC). My-Ngoc founded the non-profit organization 
CyberSafeNV to raise security awareness among Nevada residents and is currently the 
organization’s chairperson. 

https://www.sans.org/event/rocky-mountain-2018/course/security-leadership-essentials-managers-knowledge-compression
https://www.giac.org/certification/security-leadership-gslc
https://www.sans.edu
https://www.sans.org/dodd-8140/
https://www.sans.org/ondemand/bundles


G. Mark Hardy 
SANS Principal Instructor

@g_mark

G. Mark Hardy is founder and president of National Security Corporation. He has been 
providing cybersecurity expertise to government, military, and commercial clients for over 35 
years, and is an internationally recognized expert and keynote speaker who has presented at 
over 250 events world-wide. He provides consulting services as a virtual CISO, expert witness 
testimony, and domain expertise in blockchain and cryptocurrency. G. Mark serves on the 
Advisory Board of CyberWATCH, an Information Assurance/Information Security Advanced 
Technology Education Center of the National Science Foundation. He is a retired U.S. Navy 
captain and was entrusted with nine command assignments, including responsibility for 
leadership training for 70,000 sailors. A graduate of Northwestern University, he holds a B.S. in 
computer science, a B.A. in mathematics, a master’s degree in business administration, and a 
master’s degree in strategic studies, and holds the GSLC, CISSP, CISM and CISA certifications.

For course updates, prerequisites, special notes, or laptop requirements, visit www.sans.org/event/rocky-mountain-2018/courses 11

MGT514
Security Strategic Planning, Policy, and Leadership

As security professionals we have seen the landscape change. 
Cybersecurity is now more vital and relevant to the growth of your 
organization than ever before. As a result, information security teams have 
more visibility, more budget, and more opportunity. However, with this 
increased responsibility comes more scrutiny. 

This course teaches security professionals how to do three things:
 ▐ Develop Strategic Plans 

Strategic planning is hard for people in IT and IT security because we 
spend so much time responding and reacting. We almost never get to 
practice until we get promoted to a senior position and then we are 
not equipped with the skills we need to run with the pack. Learn how 
to develop strategic plans that resonate with other IT and business 
leaders.

 ▐ Create Effective Information Security Policy 
Policy is a manager’s opportunity to express expectations for the 
workforce, set the boundaries of acceptable behavior, and empower 
people to do what they ought to be doing. It is easy to get wrong. Have 
you ever seen a policy and your response was, “No way, I am not going 
to do that!” Policy must be aligned with an organization’s culture. We 
will break down the steps to policy development so that you have 
the ability to develop and assess policy to successfully guide your 
organization.

 ▐ Develop Management and Leadership Skills 
Leadership is a capability that must be learned, exercised and 
developed to better ensure organizational success. Strong leadership 
is brought about primarily through selfless devotion to the 
organization and staff, tireless effort in setting the example, and 
the vision to see and effectively use available resources toward the 
end goal. Effective leadership entails persuading team members to 
accomplish their objectives while removing obstacles and maintaining 
the well-being of the team in support of the organization’s mission. 
Learn to utilize management tools and frameworks to better lead, 
inspire, and motivate your teams.

How the Course Works
Using case studies from Harvard Business School, team-based exercises, 
and discussions that put students in real-world scenarios, students will 
participate in activities that they can then carry out with their own team 
members when they return to work.

The next generation of security leadership must bridge the gap between 
security staff and senior leadership by strategically planning how to build 
and run effective security programs. After taking this course you will have 
the fundamental skills to create strategic plans that protect your company, 
enable key innovations, and work effectively with your business partners.

Five-Day Program 
Mon, June 4 - Fri, June 8 
9:00am - 5:00pm 
30 CPEs 
Laptop Not Needed 
Instructor: G. Mark Hardy

Who Should Attend 
   CISOs
   Information security 

officers
   Security directors
   Security managers
   Aspiring security leaders
   Other security personnel 

who have team lead 
or management 
responsibilities

GSTRT
www.giac.org/gstrt

Bundle OnDemand  
with this course

“ The entire course 
end-to-end was 
fantastic and I wish 
I had taken it years 
ago. I will use this 
information to look 
back at previous 
deliverables for 
reflection and 
improvement.” 
-Ben Richeson, Amazon

https://www.sans.org/event/rocky-mountain-2018/course/security-strategic-planning-policy-leadership
https://www.giac.org/certification/strategic-planning-policy-leadership-gstrt
https://www.sans.edu
https://www.sans.org/ondemand/bundles


MGT517
Managing Security Operations: Detection, Response, 
and Intelligence

Managing security operations includes the design, operation, and 
ongoing growth of all facets of the security operations capabilities 
in an organization. An effective Security Operations Center (SOC) has 
many moving parts and must be designed so that it can be adjusted 
to work within the context and constraints of the organization. To run 
a successful SOC, managers need to provide tactical and strategic 
direction and inform staff of the changing threat environment as well 
as provide guidance and training for employees. This course covers 
design, deployment, and operation of the security program to empower 
leadership through technical excellence.

The course covers the functional areas of Communications, Network 
Security Monitoring, Threat Intelligence, Incident Response, Forensics, 
and Self-Assessment.  We discuss establishing Security Operations 
governance for:

 ▐ Business alignment and ongoing adjustment of capabilities and 
objectives

 ▐ Designing the SOC and the associated objectives of functional areas
 ▐ Software and hardware technology required for performance of 

functions
 ▐ Knowledge, skills, and abilities of staff as well as staff hiring and 

training
 ▐ Execution of ongoing operations

You will walk out of this course armed with a roadmap to design and 
operate an effective SOC tailored to the needs of your organization.

You Will Be Able To 
 ▐  Design security operations to address all needed functions for the 

organization
 ▐ Select technologies needed to implement the functions for a SOC
 ▐ Maintain appropriate business alignment with the security capability 

and the organization
 ▐ Develop and streamline security operations processes
 ▐ Strengthen and deepen capabilities
 ▐ Collect data for metrics, report meaningful metrics to the business, 

and maintain internal SOC performance metrics
 ▐ Hire appropriate SOC staff and keep existing SOC staff up to date

Five-Day Program 
Mon, June 4 - Fri, June 8 
9:00am - 5:00pm 
30 CPEs 
Laptop Required 
Instructor: Ismael Valenzuela

Who Should Attend 
   Information security 

managers
   Security Operations Center 

(SOC) managers, analysts, 
and engineers

   Information security 
architects

   IT managers
   Operations managers
   Risk management 

professionals
   IT/System administration/

Network administration 
professionals

   IT auditors
   Business continuity and 

disaster recovery staff

Ismael Valenzuela 
SANS Certified Instructor

@aboutsecurity

Ismael Valenzuela founded one of the first IT security consultancies in Spain and has 
participated as a security professional in numerous projects across the globe over the past 17 
years. As a top cybersecurity expert with a strong technical background and deep knowledge 
of penetration testing, security architectures, intrusion detection and computer forensics, 
Ismael has provided security consultancy, advice and guidance to large government and private 
organizations, including major EU Institutions and U.S. government agencies. Prior to his 
current role as Principal Engineer at McAfee, where he leads research on threat hunting using 
machine-learning and expert-system driven investigations, Ismael led the delivery of Security 
Operations Center, incident response and forensics services for the Foundstone Services team 
within Intel globally. Previously, Ismael worked as Global IT Security Manager for iSOFT Group 
Ltd, one of the world’s largest providers of healthcare IT solutions, managing its security 
operations in more than 40 countries. He holds a bachelor’s degree in computer science from 
the University of Malaga (Spain), has a certificate in business administration, and holds many 
professional certifications, including: the highly regarded GIAC Security Expert (GSE #132) in 
addition to GREM, GCFA, GCIA, GCIH, GPEN, GCUX, GCWN, GWAPT, GSNA, GMON, CISSP, ITIL, CISM, 
and IRCA 27001 Lead Auditor from Bureau Veritas UK. 
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Bundle OnDemand  
with this course

“ This course provides 
a comprehensive 
blueprint for all 
aspects of planning, 
building, staffing, 
and managing 
your SOC. It clearly 
establishes goals to 
shoot for.” 

-Mike Bowden,  

Webroot/BrightCloud

https://www.sans.org/event/rocky-mountain-2018/course/managing-security-operations-detection-response-and-intelligence
https://www.sans.org/ondemand/bundles


ICS410
ICS/SCADA Security Essentials

SANS has joined forces with industry leaders to equip security 
professionals and control system engineers with the cybersecurity 
skills they need to defend national critical infrastructure. ICS410: ICS/
SCADA Security Essentials provides a foundational set of standardized 
skills and knowledge for industrial cybersecurity professionals. The 
course is designed to ensure that the workforce involved in supporting 
and defending industrial control systems (ICS) is trained to keep the 
operational environment safe, secure, and resilient against current and 
emerging cyber threats.

The course will provide you with:
 ▐ An understanding of industrial control system components, purposes, 

deployments, significant drivers, and constraints
 ▐ Hands-on lab learning experiences to control system attack surfaces, 

methods, and tools
 ▐ Control system approaches to system and network defense 

architectures and techniques
 ▐ Incident-response skills in a control system environment
 ▐ Governance models and resources for industrial cybersecurity 

professionals

When examining the greatest risks and needs in critical infrastructure 
sectors, the course authors looked carefully at the core security principles 
necessary for the range of tasks involved in supporting control systems on 
a daily basis. While other courses are available for higher-level security 
practitioners who need to develop specific skills such as industrial control 
system penetration testing, vulnerability analysis, malware analysis, 
forensics, secure coding, and red team training, most of these courses do 
not focus on the people who operate, manage, design, implement, monitor, 
and integrate critical infrastructure production control systems.

With the dynamic nature of industrial control systems, many engineers 
do not fully understand the features and risks of many devices. For their 
part, IT support personnel who provide the communications paths and 
network defenses do not always grasp the systems’ operational drivers and 
constraints. This course is designed to help traditional IT personnel fully 
understand the design principles underlying control systems and how to 
support those systems in a manner that ensures availability and integrity. 
In parallel, the course addresses the need for control system engineers 
and operators to better understand the important role they play in 
cybersecurity. This starts by ensuring that a control system is designed and 
engineered with cybersecurity built into it, and that cybersecurity has the 
same level of focus as system reliability throughout the system lifecycle.

When these different groups of professionals complete this course, 
they will have developed an appreciation, understanding, and common 
language that will enable them to work together to secure their industrial 
control system environments. The course will help develop cyber-secure-
aware engineering practices and real-time control system IT/OT support 
carried out by professionals who understand the physical effects of 
actions in the cyber world.

Five-Day Program 
Mon, June 4 - Fri, June 8 
9:00am - 5:00pm 
30 CPEs 
Laptop Required 
Instructor:  
Paul (Monta) Elkins

Who Should Attend 
The course is designed for 
the range of individuals 
who work in, interact with, 
or can affect industrial 
control system environments, 
including asset owners, 
vendors, integrators, and 
other third parties. These 
personnel primarily come 
from four domains: 
   IT (includes operational 

technology support)
   IT security (includes 

operational technology 
security)

   Engineering
   Corporate, industry, and 

professional standards

Bundle OnDemand  
with this course

Paul (Monta) Elkins 
SANS Instructor

@montaelkins

Monta Elkins is currently “Hacker-in-Chief” for FoxGuard Solutions, an ICS patch provider. 
A security researcher and consultant, he was formerly Security Architect for Rackspace, 
and served as the first ISO for Radford University. He has been a speaker at DEFCON, the 
Department of Homeland Security’s Industrial Control Systems Joint Working Group, EnergySec’s 
Security Summit, VASCAN, GE Digital Energy’s Annual Software Summit, the Educause Security 
Professionals Conference, Toshiba’s Industrial Control Systems Conference, NERC’s GridSecCon, 
ICS CyberSecurity by Security Week, UTC Telecom, and other security conferences. Monta is 
the author and instructor of the “Defense against the Dark Arts” hands-on, hacker tools and 
techniques classes. He is also a guest lecturer for Virginia Tech University and teaches rapid 
prototyping and Arduino classes with Let’s Code Blacksburg. 

GICSP
www.giac.org/gicsp

For course updates, prerequisites, special notes, or laptop requirements, visit www.sans.org/event/rocky-mountain-2018/courses 13

“ The course is 
informative and 
relevant to anyone 
working with or 
alongside industrial 
control systems.”

-Abrael Delgado, 

Compuquip Technologies

https://www.sans.org/event/rocky-mountain-2018/course/ics-scada-cyber-security-essentials
https://www.giac.org/certification/global-industrial-cyber-security-professional-gicsp
https://www.sans.edu
https://www.sans.org/ondemand/bundles
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https://www.sans.org/ondemand/bundles
https://www.giac.org
https://www.giac.org
https://www.sans.org/ondemand/bundles
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Bonus Sessions
Enrich your SANS training experience!  Evening talks by our instructors and selected 
subject-matter experts help you broaden your knowledge, hear from the voices that 
matter in computer security, and get the most for your training dollar.

KEYNOTE: Actionable Detects: Blue Team Cyber Defense Tactics
Seth Misenar
Organizations relying on third parties to detect breaches can go almost a full year before finding 
out they have been compromised. Detect the breach yourself, and on average you will find it 
within about a month of the initial occurrence. Considering detection and defense against modern 
adversaries too costly to perform yourself can be a very expensive miscalculation considering the 
substantially increased price of response and recovery with breach duration. Seth Misenar’s ever-
evolving Actionable Detects presentation provides you with the knowledge, tactics, techniques, 
and procedures to once again take pride in your Blue Team Cyber capabilities. Not applying these 
lessons learned could prove costly in the face of adapting threat actors. Dig in and learn to hold 
your head high when talking about your defensive cyber operations capabilities.

OODA Security: Taking Back the Advantage
Kevin Fiscus
Observe, Orient, Decide and Act (OODA) is a concept first developed for fighter pilots. The concept 
states that the adversary who can effectively complete the OODA cycle first will go home while the 
adversary who takes longer enjoys, at best, a long, slow parachute ride to the ground. This concept 
can be applied to information security. In theory, we defenders should have the advantage as it is 
our “house” the attackers are attacking. Unfortunately, that is rarely the case. Over 50 percent of 
organizations find out they have been compromised via notification by a third party, meaning that 
all too often defenders don’t even start their OODA loop until after the attacker has completed the 
compromise. Making things worse, traditional security controls are failing us because attackers 
already know how to circumvent or evade them. Fortunately, there is a solution. By making better 
use of our existing technology and by using some of the attackers’ tools and techniques against 
them, we can deter, distract, delay, disrupt and detect attackers. Come learn how we can turn the 
tables on the bad guys and reclaim the OODA loop initiative.

Blockchain: The New Digital Swiss Army Knife?
G. Mark Hardy
Now that the price of a single Bitcoin has hit the price of a pound of gold, is blockchain becoming 
a runaway train with businesses scrambling to hop on? If so, how can you take advantage of this 
opportunity, and will the mistakes be minor or catastrophic? Blockchain as a technology has been 
proposed as a solution to everything from frictionless currency transfer to tracking cargo on ships. 
With over $1 billion in venture funds invested and several hundred patents filed, every security 
professional must know the impact on organizations in terms of risk, volatility, and competitiveness. 
This talk will explore alternative uses for blockchain technology other than cryptocurrency, and 
provide a framework for utilizing and securing a technology considered as disruptive as the Internet 
was in the 1990s.

Hunting Logic Attacks
Hassan El Hadary
One of the most challenging problems to developers these days is to develop secure applications. 
Development platforms have provided several techniques to protect from common attacks such as 
Cross-Site Scripting, SQL injection, and others. However, logic attacks are still the hardest to stop. 
They are tricky and hard to discover. Logic attacks can allow an attacker to gain access to sensitive 
data or get control of unauthorized systems. In the era of IoT and complex applications, logic attacks 
will have a greater impact. In this talk, we will present several logic attack stories in which attackers 
broke through developer defenses. All stories are inspired from findings discovered in real-life 
professional experience and bug bounty programs. Finally, we will discuss the future of such attacks 
and their application on IoT systems.

Failing to Succeed in Cybersecurity and Risk Management
My-Ngoc Nguyen
The word “failure” (the other bad f word) has such a negative connotation, especially in the 
cybersecurity realm. This is because we are taught at an early age that an F is really bad. But is it? 
This talk will discuss how we need to fail forward in order to better succeed and improve our ability 
to manage risk. Managing risk is a complicated aspect of effective cybersecurity. In order to get 
better at it, we need to embrace calculated failures and mature our risk model.

https://www.sans.org/event/rocky-mountain-2018/bonus-sessions/
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Future Training Events
Northern VA Spring – Tysons McLean, VA Mar 17-24 

Pen Test Austin Austin, TX Mar 19-24

Boston Spring Boston, MA Mar 25-30

SANS 2018 Orlando, FL Apr 3-10

Pre-RSA® Conference Training San Francisco, CA Apr 11-16 

Baltimore Spring Baltimore, MD Apr 21-28

Seattle Spring Seattle, WA Apr 23-28

Security West San Diego, CA May 11-18

Northern VA Reston Spring Reston, VA May 20-25

Atlanta Atlanta, GA May 29 - Jun 3

Rocky Mountain Denver, CO Jun 4-9

Crystal City Arlington, VA Jun 18-23

Minneapolis Minneapolis, MN Jun 25-30

Vancouver Vancouver, BC Jun 25-30

Charlotte Charlotte, NC Jul 9-14

SANSFIRE Washington, DC Jul 14-21

Boston Summer Boston, MA Aug 6-11

San Antonio San Antonio, TX Aug 6-11

New York City Summer New York, NY Aug 13-18

Northern VA Alexandria Alexandria, VA Aug 13-18

Virginia Beach Virginia Beach, VA Aug 20-31

Chicago Chicago, IL Aug 20-25

San Francisco Summer San Francisco, CA Aug 26-31

Tampa-Clearwater Tampa, FL Sep 4-9

Future Summit Events
ICS Security Orlando, FL Mar 19-26

Blue Team Louisville, KY Apr 23-30

Automotive Cybersecurity Chicago, IL May 1-8

DFIR Austin, TX Jun 7-14

Security Operations New Orleans, LA Jul 30 - Aug 6

Security Awareness Charleston, SC Aug 6-15

Future Community SANS Events
Local, single-course events are also offered throughout the 
year via SANS Community. Visit www.sans.org/community for 
up-to-date Community course information.

https://www.sans.org/security-training/by-location/all
https://www.sans.org/community/
https://www.sans.org/summit/
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Register online at 
www.sans.org/rocky-mountain
We recommend you register early to 
ensure you get your first choice of courses.
Select your course and indicate whether you plan to test for 
GIAC certification. If the course is still open, the secure, online 
registration server will accept your registration. Sold-out courses 
will be removed from the online registration. Everyone with Internet 
access must complete the online registration form. We do not take 
registrations by phone.

Cancellation & Access Policy
If an attendee must cancel, a substitute may attend instead. Substitution requests 
can be made at any time prior to the event start date. Processing fees will apply. 
All substitution requests must be submitted by email to registration@sans.org. 
If an attendee must cancel and no substitute is available, a refund can be issued 
for any received payments by May 16, 2018. A credit memo can be requested up 
to the event start date. All cancellation requests must be submitted in writing by 
mail or fax and received by the stated deadlines. Payments will be refunded by 
the method that they were submitted. Processing fees will apply.

Pay Early and Save*

 DATE DISCOUNT DATE  DISCOUNT

Pay & enter code by 4-11-18 $400.00 5-2-18 $200.00

*Some restrictions apply. Early bird discounts do not apply to Hosted courses.

Use code EarlyBird18 when registering early

Embassy Suites Denver  
Downtown Convention Center 
1420 Stout Street 
Denver, CO  80202 
303-592-1000 
www.sans.org/event/rocky-mountain-2018/location

Top 3 reasons to stay at the  
Embassy Suites Denver Downtown 
Convention Center
1   No need to factor in daily cab fees 

and the time associated with travel to 
alternate hotels.

2   By staying at the Embassy Suites 
Denver Downtown Convention Center, 
you gain the opportunity to further 
network with your industry peers and 
remain in the center of the activity 
surrounding the training event.

3   SANS schedules morning and evening 
events at the Embassy Suites Denver 
Downtown Convention Center that you 
won’t want to miss!

The Embassy Suites by Hilton Denver 
Downtown Convention Center hotel 
offers the perfect setting for business 
or pleasure. This LEED™-certified hotel 
is within walking distance of the best 
attractions in the downtown area. Relax 
in newly designed two-room suites, or 
explore Denver’s sports venues, shops, and 
cultural highlights at this contemporary 
hotel in the Rocky Mountain region.

Special Hotel Rates Available
A special discounted rate of $215.00 S/D 
will be honored based on space availability. 

Government per diem rooms are available 
with proper ID. These rates include high-
speed Internet in your room and are only 
available through May 11, 2018.

SANS Voucher Program
Expand your training budget! 
Extend your fiscal year. The SANS 
Voucher Program provides flexibility and 
may earn you bonus funds for training.  

www.sans.org/vouchers

Hotel Information

Registration Information

SANS Simulcast
To register for a  

SANS Rocky Mountain 2018  
Simulcast course, please visit  

www.sans.org/event/ 
rocky-mountain-2018/ 

attend-remotely

https://www.sans.org/event/rocky-mountain-2018/location/
https://www.sans.org/event/rocky-mountain-2018/
https://www.sans.org/event/rocky-mountain-2018/attend-remotely/
https://www.sans.org/vouchers/


Newsletters
NewsBites 
Twice-weekly, high-level executive 
summaries of the most important news 
relevant to cybersecurity professionals.

OUCH! 
The world’s leading monthly free 
security awareness newsletter designed 
for the common computer user.

@RISK: The Consensus Security Alert 
A reliable weekly summary of  
(1) newly discovered attack vectors,  
(2) vulnerabilities with active new 
exploits, (3) how recent attacks  
worked, and (4) other valuable data.

Webcasts
Ask the Experts Webcasts 
SANS experts bring current and timely 
information on relevant topics in IT 
security.

Analyst Webcasts 
A follow-on to the SANS Analyst 
Program, Analyst Webcasts provide 
key information from our whitepapers 
and surveys.

WhatWorks Webcasts 
The SANS WhatWorks webcasts bring 
powerful customer experiences showing 
how end users resolved specific IT 
security issues.

Tool Talks
Tool Talks are designed to give you a 
solid understanding of a problem, and 
how a vendor’s commercial tool can be 
used to solve or mitigate that problem.

Other Free Resources (No portal account is necessary)
• InfoSec Reading Room
• Top 25 Software Errors
• 20 Critical Controls
• Security Policies
• Intrusion Detection FAQs
• Tip of the Day

• Security Posters
• Thought Leaders
• 20 Coolest Careers
• Security Glossary
• SCORE (Security Consensus 

Operational Readiness Evaluation)

5705 Salem Run Blvd.  
Suite 105 
Fredericksburg, VA 22407

Save $400 when you pay for any 4-, 5-, or 6-day course and enter the code 
“EarlyBird18” by December 27th. www.sans.org/dallas

To be removed from future mailings, please contact unsubscribe@sans.org or (301) 654-SANS (7267).  Please include name and complete address.     NALT-BRO-Dallas-2018

As the leading provider of information 
defense, security, and intelligence training 
to military, government, and industry 
groups, the SANS Institute is proud to be a 
Corporate Member of the AFCEA community.

Create a SANS Account today to enjoy these 
free resources at www.sans.org/account

https://www.sans.org/account



