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SEC401

GSEC

This course has evening
Bootcamp Sessions

www.giac.org/gsec

Security Essentials Bootcamp Style
Six-Day Program
Sun, May 20 - Fri, May 25
9:00am - 7:00pm (Days 1-5)
9:00am - 5:00pm (Day 6)
46 CPEs
Laptop Required
Instructor: Dr. Eric Cole

Who Should Attend
Security professionals who
want to fill the gaps in their
understanding of technical
information security
Managers who want to
understand information
security beyond simple
terminology and concepts
Operations personnel who
do not have security as
their primary job function
but need an understanding
of security to be effective
IT engineers and
supervisors who need
to know how to build a
defensible network against
attacks
Administrators responsible
for building and
maintaining systems that
are being targeted by
attackers
Forensic specialists,
penetration testers, and
auditors who need a solid
foundation of security
principles to be as effective
as possible at their jobs
Anyone new to information
security with some
background in information
systems and networking

DoDD
8140

Meets DoDD 8140 (8570)
Requirements
www.sans.org/8140
Bundle OnDemand
with this course

Dr. Eric Cole

SANS Faculty Fellow
@drericcole
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Learn the most effective steps to prevent attacks and detect adversaries
with actionable techniques that you can directly apply when you get back
to work. Learn tips and tricks from the experts so that you can win the
battle against the wide range of cyber adversaries that want to harm your
environment.
Is SEC401: Security Essentials Bootcamp Style the right course for you?
STOP and ask yourself the following questions:
▐

Do you fully understand why some organizations get compromised
and others do not?

▐

If there were compromised systems on your network, are you confident
that you would be able to find them?

▐

Do you know the effectiveness of each security device and are you
certain that they are all configured correctly?

▐

Are proper security metrics set up and communicated to your
executives to drive security decisions?

If you do not know the answers to these questions, SEC401 course will
provide the information security training you need in a bootcamp-style
format that is reinforced with hands-on labs.
Learn to build a security roadmap that can scale today and into the future.
SEC401: Security Essentials Bootcamp Style is focused on teaching you the
essential information security skills and techniques you need to protect
and secure your organization’s critical information assets and business
systems. Our course will show you how to prevent your organization’s
security problems from being headline news in the Wall Street Journal!
Prevention is ideal but detection is a must.
With the rise in advanced persistent threats, it is almost inevitable that
organizations will be targeted. Whether the attacker is successful in
penetrating an organization’s network depends on the effectiveness
of the organization’s defense. Defending against attacks is an ongoing
challenge, with new threats emerging all of the time, including the next
generation of threats. Organizations need to understand what really
works in cybersecurity. What has worked, and will always work, is taking a
risk-based approach to cyber defense. Before your organization spends a
dollar of its IT budget or allocates any resources or time to anything in the
name of cybersecurity, three questions must be answered:
▐

What is the risk?

▐

Is it the highest priority risk?

▐

What is the most cost-effective way to reduce the risk?

Security is all about making sure you focus on the right areas of defense.
In SEC401 you will learn the language and underlying theory of computer
and information security. You will gain the essential and effective security
knowledge you will need if you are given the responsibility for securing
systems and/or organizations. This course meets both of the key promises
SANS makes to our students: (1) You will learn up-to-the-minute skills you
can put into practice immediately upon returning to work; and (2) You will
be taught by the best security instructors in the industry.

Dr. Cole is an industry-recognized security expert with over 20 years of hands-on experience.
He has experience in information technology with a focus on helping customers focus on
the right areas of security by building out a dynamic defense. Dr. Cole has a master’s degree
in computer science from NYIT and a doctorate from Pace University with a concentration in
information security. He served as CTO of McAfee and Chief Scientist for Lockheed Martin. Dr.
Cole is the author of several books, including Advanced Persistent Threat, Hackers Beware,
Hiding in Plain Sight, Network Security Bible 2nd Edition, and Insider Threat. He is the inventor
of over 20 patents and is a researcher, writer, and speaker. He was a member of the Commission
on Cyber Security for the 44th President and several executive advisory boards. Dr. Cole is the
founder and an executive leader at Secure Anchor Consulting, where he provides leading-edge
cybersecurity consulting services, expert witness work, and leads research and development
initiatives to advance the state-of-the-art in information systems security. Dr. Cole was the lone
inductee into the InfoSec European Hall of Fame in 2014. Dr. Cole is actively involved with the
SANS Technology Institute (STI) and is a SANS Faculty Fellow and course author who works with
students, teaches, and develops and maintains courseware.

Register at www.sans.org/reston

|

301-654-SANS (7267)

GCIH

SEC504

www.giac.org/gcih

Hacker Tools, Techniques, Exploits,
and Incident Handling
Six-Day Program
Sun, May 20 - Fri, May 25
9:00am - 7:15pm (Day 1)
9:00am - 5:00pm (Days 2-6)
37 CPEs
Laptop Required
Instructor: Michael Murr

Who Should Attend
Incident handlers
Leaders of incident
handling teams
System administrators
who are on the front lines
defending their systems
and responding to attacks
Other security personnel
who are first responders
when systems come under
attack

The Internet is full of powerful hacking tools and bad guys using them
extensively. If your organization has an Internet connection and one or two
disgruntled employees (and whose does not!), your computer systems will
get attacked. From the five, ten, or even one hundred daily probes against
your Internet infrastructure to the malicious insider slowly creeping
through your most vital information assets, attackers are targeting your
systems with increasing viciousness and stealth. As defenders, it is
essential we understand these hacking tools and techniques.
This course enables you to turn the tables on computer attackers by
helping you understand their tactics and strategies in detail, giving you
hands-on experience in finding vulnerabilities and discovering intrusions,
and equipping you with a comprehensive incident handling plan. It
addresses the latest cutting-edge insidious attack vectors, the “oldiebut-goodie” attacks that are still prevalent, and everything in between.
Instead of merely teaching a few hack attack tricks, this course provides a
time-tested, step-by-step process for responding to computer incidents,
and a detailed description of how attackers undermine systems so you can
prepare for, detect, and respond to them.
In addition, the course explores the legal issues associated with
responding to computer attacks, including employee monitoring, working
with law enforcement, and handling evidence. Finally, students will
participate in a hands-on workshop that focuses on scanning, exploiting,
and defending systems. This course will enable you to discover the holes
in your system before the bad guys do!
The course is particularly well-suited to individuals who lead or are a
part of an incident handling team. General security practitioners, system
administrators, and security architects will benefit by understanding how
to design, build, and operate their systems to prevent, detect, and respond
to attacks.

“The training offered at SANS is the best in the
industry and the SEC504 course is a must for any
IT security professional – highly recommended.”
-Michael Hoffman, Shell Oil Products U.S.
DoDD
8140

Meets DoDD 8140 (8570)
Requirements
www.sans.org/8140
Bundle OnDemand
with this course

Michael Murr has been a forensic analyst with Code-X Technologies for over five years. He has
conducted numerous investigations and computer forensic examinations, and has performed
specialized research and development. Michael has taught SANS SEC504: Hacker Techniques,
Exploits, and Incident Handling, SANS FOR508: Computer Forensics, Investigation, and Response,
and SANS FOR610: Reverse-Engineering Malware. He has also led SANS Online Training courses
and is a member of the GIAC Advisory Board. Currently, Michael is working on an open-source
framework for developing digital forensics applications. He holds the GCIH, GCFA, and GREM
certifications and has a degree in computer science from California State University at Channel
Islands. Michael also blogs about digital forensics on his forensic computing blog.

Michael Murr

SANS Principal Instructor
@mikemurr
For course updates, prerequisites, special notes, or laptop requirements, visit www.sans.org/event/northern-va-reston-spring-2018/courses
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SEC560

GPEN

This course has
extended hours

www.giac.org/gpen

Network Penetration Testing and Ethical Hacking
Six-Day Program
Sun, May 20 - Fri, May 25
9:00am - 7:15pm (Day 1)
9:00am - 5:00pm (Days 2-6)
37 CPEs
Laptop Required
Instructor: Jorge Orchilles

Who Should Attend
Security personnel whose
job involves assessing
networks and systems
to find and remediate
vulnerabilities
Penetration testers
Ethical hackers
Defenders who want to
better understand offensive
methodologies, tools, and
techniques
Auditors who need to build
deeper technical skills
Red and blue team
members
Forensics specialists who
want to better understand
offensive tactics

As a cybersecurity professional, you have a unique responsibility to find
and understand your organization’s vulnerabilities, and to work diligently
to mitigate them before the bad guys pounce. Are you ready? SANS SEC560,
our flagship course for penetration testing, fully arms you to address this
challenge head-on.
SEC560 is the must-have course for every well-rounded security professional.
With comprehensive coverage of tools, techniques, and methodologies
for network penetration testing, SEC560 truly prepares you to conduct
high-value penetration testing projects step-by-step and end-to-end.
Every organization needs skilled information security personnel who can
find vulnerabilities and mitigate their effects, and this entire course is
specially designed to get you ready for that role. The course starts with
proper planning, scoping and recon, then dives deep into scanning, target
exploitation, password attacks, and web app manipulation, with more than
30 detailed hands-on labs throughout. The course is chock-full of practical,
real-world tips from some of the world’s best penetration testers to help
you do your job safely, efficiently…and masterfully.
Learn the best ways to test your own systems before the bad guys attack.
SEC560 is designed to get you ready to conduct a full-scale, high-value
penetration test – and on the last day of the course you’ll do just that.
After building your skills in comprehensive and challenging labs over five
days, the course culminates with a final full-day, real-world penetration
test scenario. You’ll conduct an end-to-end pen test, applying knowledge,
tools, and principles from throughout the course as you discover
and exploit vulnerabilities in a realistic sample target organization,
demonstrating the knowledge you’ve mastered in this course.
You will bring comprehensive penetration testing and ethical hacking
know-how back to your organization.
You will learn how to perform detailed reconnaissance, studying a target’s
infrastructure by mining blogs, search engines, social networking sites, and
other Internet and intranet infrastructures. Our hands-on labs will equip
you to scan target networks using best-of-breed tools. We won’t just cover
run-of-the-mill options and configurations, we’ll also go over the lesser
known but super-useful capabilities of the best pen test toolsets available
today. After scanning, you’ll learn dozens of methods for exploiting target
systems to gain access and measure real business risk. You’ll dive deep
into post-exploitation, password attacks, and web apps, pivoting through
the target environment to model the attacks of real-world bad guys to
emphasize the importance of defense in depth.

“Learning to think like an attacker and how to
methodically plan and stage a pen test was priceless.”
Bundle OnDemand
with this course

-Matt McGuirl, Palo Alto Networks

Jorge Orchilles, author of the Microsoft Windows 7 Administrator’s Reference, holds a masters
of science in management information systems from Florida International University. He
leads the advanced penetration testing and vulnerability assessment quality control teams
at a large financial institution and serves on the board of the South Florida Chapter of the
Information Systems Security Association. Jorge holds various certifications from ISC2, ISACA,
SANS GIAC, EC-Council, Cisco, Microsoft, and CompTIA, including GXPN, CISSP, CISM, GPEN, GCIH,
CIEH, CICP, CCDA, SSSE, CompTIA Security+ (2008), Microsoft Certified Professional (70-228, 70282, 70-284) and Microsoft Certified Technology Specialist (70-620). Jorge speaks Spanish and
Portuguese in addition to English.

Jorge Orchilles
SANS Instructor

@jorgeorchilles
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301-654-SANS (7267)

GCCC

SEC566

www.giac.org/gccc

Implementing and Auditing the
Critical Security Controls – In-Depth
Five-Day Program
Sun, May 20 - Thu, May 24
9:00am - 5:00pm
30 CPEs
Laptop Required
Instructor: Chris Christianson

Who Should Attend
Information assurance
auditors
System implementers or
administrators
Network security engineers
IT administrators
Department of Defense
personnel or contractors
Staff and clients of federal
agencies
Private sector organizations
looking to improve
information assurance
processes and secure their
systems
Security vendors and
consulting groups looking
to stay current with
frameworks for information
assurance
Alumni of SEC/AUD440,
SEC401, SEC501, SANS Audit
classes, and MGT512

Cybersecurity attacks are increasing and evolving so rapidly that it is
more difficult than ever to prevent and defend against them. Does your
organization have an effective method in place to detect, thwart, and
monitor external and internal threats to prevent security breaches? This
course helps you master specific, proven techniques and tools needed to
implement and audit the Critical Security Controls as documented by the
Center for Internet Security (CIS).
As threats evolve, an organization’s security should too. To enable your
organization to stay on top of this ever-changing threat scenario, SANS
has designed a comprehensive course that teaches students the Critical
Security Controls, a prioritized, risk-based approach to security. Designed by
private and public sector experts from around the world, the Controls are
the best way to block known attacks and mitigate damage from successful
attacks. They have been adopted by the U.S. Department of Homeland
Security, state governments, universities, and numerous private firms.
The Controls are specific guidelines that CISOs, CIOs, IGs, systems
administrators, and information security personnel can use to manage
and measure the effectiveness of their defenses. They are designed to
complement existing standards, frameworks, and compliance schemes
by prioritizing the most critical threat and highest payoff defenses, while
providing a common baseline for action against risks that we all face.
The Controls are an effective security framework because they are based
on actual attacks launched regularly against networks. Priority is given
to Controls that (1) mitigate known attacks (2) address a wide variety
of attacks, and (3) identify and stop attackers early in the compromise
cycle. The British government’s Center for the Protection of National
Infrastructure describes the Controls as the “baseline of high-priority
information security measures and controls that can be applied across an
organisation in order to improve its cyber defence.”
SANS’s in-depth, hands-on training will teach you how to master the specific
techniques and tools needed to implement and audit the Critical Controls. It
will help security practitioners understand not only how to stop a threat, but
why the threat exists, and how to ensure that security measures deployed
today will be effective against the next generation of threats.
The course shows security professionals how to implement the Controls in
an existing network through cost-effective automation. For auditors, CIOs,
and risk officers, the course is the best way to understand how you will
measure whether the Controls are effectively implemented.

“The SEC566 course laid out a great foundation to an IT
infrastructure. It will aid our company in being more
efficient and secure.”
Bundle OnDemand
with this course

-Rick Borax, Berg Health

Chris Christianson is an information security consultant based in Northern California with
20 years of experience and many technical certifications, including the GSEC, GCIH, GCIA,
GREM, GPEN, GWAPT, GCCC, GISF, GCED, CISSP®, CCSE, CCDP, CCNP, IAM, CEH, and IEM. He holds
a bachelor of science in management information systems from the University of Atlanta.
Before starting his own information security consultant services, he worked at Travis Credit
Union for 21 years, including serving as Assistant Vice President of the Information Technology
Department. Chris has also been an expert speaker at conferences and a contributor to
numerous industry articles.

Chris Christianson
SANS Certified Instructor
@cchristianson
For course updates, prerequisites, special notes, or laptop requirements, visit www.sans.org/event/northern-va-reston-spring-2018/courses
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SEC642
Advanced Web App Penetration Testing,
Ethical Hacking, and Exploitation Techniques
Six-Day Program
Sun, May 20 - Fri, May 25
9:00am - 5:00pm
36 CPEs
Laptop Required
Instructor: Justin Searle

Who Should Attend
Web penetration testers
Red team members
Vulnerability assessment
personnel
Network penetration testers
Security consultants
Developers
QA testers
System administrators
IT managers
System architects

Can your web apps withstand the onslaught of modern advanced attack
techniques?
Modern web applications are growing more sophisticated and complex
as they utilize exciting new technologies and support ever more critical
operations. Long gone are the days of basic HTML requests and responses.
Even in the age of Web 2.0 and AJAX, the complexity of HTTP and modern
web applications is progressing at breathtaking speed. With the demands of
highly available web clusters and cloud deployments, web applications are
looking to deliver more functionality in smaller packets, with a decreased
strain on backend infrastructure. Welcome to an era that includes trickedout cryptography, WebSockets, HTTP/2, and a whole lot more. Are your web
application assessment and penetration testing skills ready to evaluate
these impressive new technologies and make them more secure?
Are you ready to put your web apps to the test with cutting-edge skills?
This pen testing course is designed to teach you the advanced skills and
techniques required to test modern web applications and next-generation
technologies. The course uses a combination of lecture, real-world
experiences, and hands-on exercises to teach you the techniques to
test the security of tried-and-true internal enterprise web technologies,
as well as cutting-edge Internet-facing applications. The final course
day culminates in a Capture-the-Flag competition, where you will apply
the knowledge you acquired during the previous five days in a fun
environment based on real-world technologies.
Hands-on learning of advanced web app exploitation skills
We begin by exploring advanced techniques and attacks to which all
modern-day complex applications may be vulnerable. We’ll learn about
new web frameworks and web backends, then explore encryption as it
relates to web applications, digging deep into practical cryptography used
by the web, including techniques to identify the type of encryption in
use within the application and methods for exploiting or abusing it. We’ll
look at alternative front ends to web applications and web services such
as mobile applications, and examine new protocols such as HTTP/2 and
WebSockets. The final portion of the class will focus on how to identify and
bypass web application firewalls, filtering, and other protection techniques.

“SEC642 is the perfect course for someone who has
a background in web app pen testing, but wants to
really gain advanced skills.”
-Matthew Sullivan, Webfilings
Bundle OnDemand
with this course

Justin Searle

Justin Searle is a Managing Partner of UtiliSec, specializing in Smart Grid security architecture
design and penetration testing. Justin led the Smart Grid Security Architecture group in the
creation of NIST Interagency Report 7628 and played key roles in the Advanced Security
Acceleration Project for the Smart Grid (ASAP-SG). He currently leads the testing group at the
National Electric Sector Cybersecurity Organization Resources (NESCOR). Justin has taught
courses in hacking techniques, forensics, networking, and intrusion detection for multiple
universities, corporations, and security conferences. In addition to electric power industry
conferences, Justin frequently presents at top international security conferences such as Black
Hat, DEFCON, OWASP, Nullcon, and AusCERT. Justin co-leads prominent open-source projects
including the Samurai Web Testing Framework (SamuraiWTF), the Samurai Security Testing
Framework for Utilities (SamuraiSTFU), Middler, Yokoso!, and Laudanum. He has an MBA in
international technology and is a CISSP® and SANS GIAC certified Incident Handler (GCIH),
Intrusion Analyst (GCIA), and Web Application Penetration Tester (GWAPT).

SANS Senior Instructor
@meeas
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GCFE

FOR500

www.giac.org/gcfe

Windows Forensic Analysis
Six-Day Program
Sun, May 20 - Fri, May 25
9:00am - 5:00pm
36 CPEs
Laptop Required
Instructor: Chad Tilbury

Who Should Attend
Information security
professionals
Incident response team
members
Law enforcement officers,
federal agents, and
detectives
Media exploitation analysts
Anyone interested in a deep
understanding of Windows
forensics

“This course is a
must-do for all
incident responders
and computer
security incident
response team leads
to be able to answer
critical questions
quickly and
determine the scope
of an incident.”
-Brad Milhorn,
NTT Data Services

All organizations must prepare for cyber crime occurring on their computer
systems and within their networks. Demand has never been greater for
analysts who can investigate crimes like fraud, insider threats, industrial
espionage, employee misuse, and computer intrusions. Government
agencies increasingly require trained media exploitation specialists
to recover key intelligence from Windows systems. To help solve these
cases, SANS is training a new cadre of the world’s best digital forensic
professionals, incident responders, and media exploitation masters
capable of piecing together what happened on computer systems second
by second.
FOR500: Windows Forensic Analysis focuses on building in-depth digital
forensics knowledge of the Microsoft Windows operating systems. You
can’t protect what you don’t understand, and understanding forensic
capabilities and artifacts is a core component of information security.
You’ll learn to recover, analyze, and authenticate forensic data on Windows
systems. You’ll understand how to track detailed user activity on your
network and how to organize findings for use in incident response, internal
investigations, and civil/criminal litigation. You’ll be able to use your new
skills to validate security tools, enhance vulnerability assessments, identify
insider threats, track hackers, and improve security policies. Whether you
know it or not, Windows is silently recording an unimaginable amount
of data about you and your users. FOR500 teaches you how to mine this
mountain of data.
Proper analysis requires real data for students to examine. The completely
updated FOR500 course trains digital forensic analysts through a series of
new hands-on laboratory exercises that incorporate evidence found on the
latest Microsoft technologies (Windows 7/8/10, Office and Office365, cloud
storage, Sharepoint, Exchange, Outlook). Students leave the course armed
with the latest tools and techniques and prepared to investigate even
the most complicated systems they might encounter. Nothing is left out—
attendees learn to analyze everything from legacy Windows XP systems to
just-discovered Windows 10 artifacts.
FOR500 is continually updated. This course utilizes a brand-new
intellectual property theft and corporate espionage case that took over
six months to create. You work in the real world and your training should
include real practice data. Our development team used incidents from
their own experiences and investigations and created an incredibly
rich and detailed scenario designed to immerse students in a true
investigation. The case demonstrates the latest artifacts and technologies
an investigator might encounter while analyzing Windows systems. The
detailed step-by-step workbook meticulously outlines the tools and
techniques that each investigator should follow to solve a forensic case.
MASTER WINDOWS FORENSICS – YOU CAN’T PROTECT WHAT YOU
DON’TKNOW ABOUT

Bundle OnDemand
with this course

Chad Tilbury

Chad has nearly 20 years of experience working with government agencies, defense contractors,
and Fortune 500 companies. He has served as a special agent with the Air Force Office of
Special Investigations, where he conducted computer forensics examinations for a variety
of crimes and ushered counter-espionage techniques into the digital age. Chad has led
international forensic teams and was selected to provide computer forensic support to the
United Nations Weapons Inspection Team. In addition, Chad has worked as a computer security
engineer and forensic lead for a major defense contractor and served as the vice president of
worldwide Internet enforcement for the Motion Picture Association of America. In that role,
he managed Internet anti-piracy operations for the seven major Hollywood studios in over
60 countries. Today, Chad brings his wealth of experience to his role as technical director at
CrowdStrike, where he specializes in incident response, corporate espionage, and computer
forensics. In addition to being a graduate of the U.S. Air Force Academy, Chad holds a B.S. and
M.S. in computer science, as well as GCFA, GCIH, GREM, and ENCE certifications.

SANS Senior Instructor
@chadtilbury
For course updates, prerequisites, special notes, or laptop requirements, visit www.sans.org/event/northern-va-reston-spring-2018/courses
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GCFA

FOR508

www.giac.org/gcfa

Advanced Digital Forensics, Incident Response,
and Threat Hunting
Six-Day Program
Sun, May 20 - Fri, May 25
9:00am - 5:00pm
36 CPEs
Laptop Required
Instructor: Carlos Cajigas

Who Should Attend
Incident response team
members
Threat hunters
Experienced digital forensic
analysts
Information security
professionals
Federal agents and law
enforcement personnel
Red team members,
penetration testers, and
exploit developers
SANS FOR500 and SEC504
graduates

FOR508: Advanced Digital Forensics, Incident Response, and Theat Hunting
will help you to:
▐

Detect how and when a breach occurred

▐

Identify compromised and affected systems

▐

Determine what attackers took or changed

▐

Contain and remediate incidents

▐

Develop key sources of threat intelligence

▐

Hunt down additional breaches using knowledge of the adversary

DAY 0: A 3-letter government agency contacts you to say an advanced
threat group is targeting organizations like yours, and that your
organization is likely a target. They won’t tell how they know, but they
suspect that there are already several breached systems within your
enterprise. An advanced persistent threat, aka an APT, is likely involved.
This is the most sophisticated threat that you are likely to face in your
efforts to defend your systems and data, and these adversaries may have
been actively rummaging through your network undetected for months or
even years.
This is a hypothetical situation, but the chances are very high that hidden
threats already exist inside your organization’s networks. Organizations can’t
afford to believe that their security measures are perfect and impenetrable,
no matter how thorough their security precautions might be. Prevention
systems alone are insufficient to counter focused human adversaries who
know how to get around most security and monitoring tools.
This in-depth incident response and threat hunting course provides
responders and threat hunting teams with advanced skills to hunt
down, identify, counter, and recover from a wide range of threats within
enterprise networks, including APT nation-state adversaries, organized
crime syndicates, and hactivism. Constantly updated, FOR508: Advanced
Digital Forensics, Incident Response, and Threat Hunting addresses today’s
incidents by teaching hands-on incident response and threat hunting
tactics and techniques that elite responders and hunters are successfully
using to detect, counter, and respond to real-world breach cases.
GATHER YOUR INCIDENT RESPONSE TEAM – IT’S TIME TO GO HUNTING!

DoDD
8140

Meets DoDD 8140 (8570)
Requirements
www.sans.org/8140

“Some of the most valuable takeaways have
been sharing real-world situations, like what
actually happens, time lines, etc.”
-Chris Easton, Deloitte

Bundle OnDemand
with this course

A native of San Juan, Puerto Rico, Carlos began his career with the West Palm Beach Police
Department in Florida, first as a police officer and eventually as a digital forensics detective,
examiner, and instructor specializing in computer crime investigations. During his law
enforcement tenure, Carlos conducted examinations on hundreds of digital devices, from
computers and mobile phones to GPS devices, and served as both a fact and expert witness.
Today, Carlos is a senior incident response analyst at IBM, where he is responsible for
responding to computer and network security threats for clients located in North and South
America. In addition, he holds various certifications in the digital forensics field including
EnCase Certified Examiner (ENCE), Certified Forensic Computer Examiner (CFCE) from IACIS, and
the GIAC Certifications GCFE and GCFA.

Carlos Cajigas

SANS Certified Instructor
@Carlos_Cajigas
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Register at www.sans.org/reston

|

301-654-SANS (7267)

GREM

FOR610

www.giac.org/grem

Reverse-Engineering Malware:
Malware Analysis Tools and Techniques
Six-Day Program
Sun, May 20 - Fri, May 25
9:00am - 5:00pm
36 CPEs
Laptop Required
Instructor: Hal Pomeranz

Who Should Attend
Individuals who have dealt
with incidents involving
malware and want to
learn how to understand
key aspects of malicious
programs
Technologists who have
informally experimented
with aspects of malware
analysis prior to the course
and are looking to formalize
and expand their expertise
in this area
Forensic investigators and
IT practitioners looking
to expand their skillsets
and learn how to play a
pivotal role in the incident
response process

Learn to turn malware inside out! This popular course explores malware
analysis tools and techniques in depth. FOR610 training has helped forensic
investigators, incident responders, security engineers, and IT administrators
acquire the practical skills to examine malicious programs that target and
infect Windows systems.
Understanding the capabilities of malware is critical to an organization’s
ability to derive threat intelligence, respond to information security
incidents, and fortify defenses. This course builds a strong foundation
for reverse-engineering malicious software using a variety of system and
network monitoring utilities, a disassembler, a debugger, and many other
freely available tools.
The course begins by establishing the foundation for analyzing malware in
a way that dramatically expands upon the findings of automated analysis
tools. You will learn how to set up a flexible laboratory to examine the
inner workings of malicious software, and how to use the lab to uncover
characteristics of real-world malware samples. You will also learn how to
redirect and intercept network traffic in the lab to explore the specimen’s
capabilities by interacting with the malicious program.
Malware is often obfuscated to hinder analysis efforts, so the course will
equip you with the skills to unpack executable files. You will learn how
to dump such programs from memory with the help of a debugger and
additional specialized tools, and how to rebuild the files’ structure to
bypass the packer’s protection. You will also learn how to examine malware
that exhibits rootkit functionality to conceal its presence on the system,
employing code analysis and memory forensics approaches to examining
these characteristics.
FOR610 malware analysis training also teaches how to handle malicious
software that attempts to safeguard itself from analysis. You will learn how
to recognize and bypass common self-defensive measures, including code
injection, sandbox evasion, flow misdirection, and other measures.
Hands-on workshop exercises are a critical aspect of this course. They
enable you to apply malware analysis techniques by examining malicious
software in a controlled and systematic manner. When performing the
exercises, you will study the supplied specimens’ behavioral patterns and
examine key portions of their code. To support these activities, you will
receive pre-built Windows and Linux virtual machines that include tools for
examining and interacting with malware.

“Blown away again. FOR610 is intense, challenging,
relevant, and will take you to the next level!”
-Matthew B., BlueCross BlueShield of Louisiana
Bundle OnDemand
with this course

Hal Pomeranz

Hal Pomeranz is an independent digital forensic investigator who has consulted on cases
ranging from intellectual property theft to employee sabotage, organized cybercrime, and
malicious software infrastructures. He has worked with law enforcement agencies in the
United States and Europe and with global corporations. Equally at home in the Windows or
Mac environment, Hal is recognized as an expert in the analysis of Linux and Unix systems. His
research on EXT4 file system forensics provided a basis for the development of open-source
forensic support for this file system. His EXT3 file recovery tools are used by investigators
worldwide. Hal is a SANS Lethal Forensicator, and is the creator of the SANS Linux/Unix Security
track (GCUX). He holds the GCFA and GREM certifications and teaches the related courses in
the SANS Forensics curriculum. He is a respected author and speaker at industry gatherings
worldwide. Hal is a regular contributor to the SANS Computer Forensics blog and co-author of
the Command Line Kung Fu blog.

SANS Faculty Fellow
@hal_pomeranz

For course updates, prerequisites, special notes, or laptop requirements, visit www.sans.org/event/northern-va-reston-spring-2018/courses
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MGT414

GISP

This course has evening
Bootcamp Sessions

www.giac.org/gisp

SANS Training Program for CISSP® Certification
Six-Day Program
Sun, May 20 - Fri, May 25
9:00am - 7:00pm (Days 1-5)
9:00am - 5:00pm (Day 6)
46 CPEs
Laptop Required
Instructor: David R. Miller

Who Should Attend
Security professionals
who are interested in
understanding the concepts
covered on the CISSP®
exam as determined by
(ISC)²
Managers who want to
understand the critical
areas of information
security
System, security, and
network administrators who
want to understand the
pragmatic applications of
the CISSP® eight domains
Security professionals
and managers looking for
practical ways the eight
domains of knowledge
can be applied to their
current job

SANS MGT414: SANS Training Program for CISSP® Certification is an
accelerated review course that is specifically designed to prepare students
to successfully pass the updated CISSP® exam.
MGT414 focuses solely on the eight domains of knowledge as determined
by (ISC)2 that form a critical part of the CISSP® exam. Each domain of
knowledge is dissected into its critical components, and those components
are then discussed in terms of their relationship with one another and
with other areas of information security.

After completing the course students will have:
▐

Detailed coverage of the eight domains of knowledge

▐

The analytical skills required to pass the CISSP® exam

▐

The technical skills required to understand each question

▐

The foundational information needed to become a Certified
Information Systems Security Professional (CISSP®)

External Product Notice:
The CISSP® exam itself is not hosted by SANS. You will need to make
separate arrangements to take the CISSP® exam. Please note as well that
the GISP exam offered by GIAC is NOT the same as the CISSP® exam offered
by (ISC)2.

“This training was a comprehensive overview of all
topics covered in the CISSP® exam. All in attendance
were there for a common goal, including the
instructor. It was easy to follow, and the real-world
examples given were priceless.”
-Ron Pinnock, Navy Exchange Service Command

DoDD
8140

Meets DoDD 8140 (8570)
Requirements
www.sans.org/8140
Bundle OnDemand
with this course

David R. Miller

SANS Certified Instructor
@DRM_CyberDude
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David R. Miller has been a technical instructor since the early 1980s and has specialized in
consulting, auditing, and lecturing on information systems security, legal and regulatory
compliance, and network engineering. David has helped many enterprises develop their
overall compliance and security programs through policy writing; network architecture design
including security zones; development of incident response teams and programs; design and
implementation of public key infrastructures; security awareness training programs; specific
security solution designs like secure remote access and strong authentication architectures;
disaster recovery planning and business continuity planning; and pre-audit compliance gap
analysis and remediation. He serves as a security lead and forensic investigator on numerous
enterprise-wide IT design and implementation projects for Fortune 500 companies, providing
compliance, security, technology, and architectural recommendations and guidance. Projects
David has worked on include Microsoft Windows Active Directory enterprise designs, security
information and event management systems, intrusion detection and protection systems,
endpoint protection systems, patch management systems, configuration monitoring systems,
and enterprise data encryption for data at rest, in transit, in use, and within email systems.
David is an author, lecturer and technical editor of books, curriculum, certification exams, and
computer-based training videos.
Register at www.sans.org/reston

|

301-654-SANS (7267)

GSLC

MGT512

www.giac.org/gslc

SANS Security Leadership Essentials for Managers
with Knowledge Compression™
Five-Day Program
Sun, May 20 - Thu, May 24
9:00am - 6:00pm (Days 1-4)
9:00am - 4:00pm (Day 5)
33 CPEs
Laptop Recommended
Instructor: Robert Kirtley

Who Should Attend
All newly-appointed
information security
officers
Technically-skilled
administrators who have
recently been given
leadership responsibilities
Seasoned managers who
want to understand what
their technical people are
telling them

This completely updated course is designed to empower advancing
managers who want to get up to speed quickly on information security
issues and terminology. You won’t just learn about security, you will learn
how to manage security. Lecture sections are intense; the most common
student comment is that it’s like drinking from a fire hose. The diligent
manager will learn vital, up-to-date knowledge and skills required to
supervise the security component of any information technology project.
Additionally, the course has been engineered to incorporate the NIST
Special Publication 800 (series) guidance so that it can be particularly
useful to U.S. government managers and supporting contractors.
Essential security topics covered in this management track include network
fundamentals and applications, power, cooling and safety, architectural
approaches to defense in depth, cyber attacks, vulnerability assessment
and management, security policies, contingency and continuity planning,
awareness management, risk management analysis, incident handling,
web application security, and offensive and defensive information warfare,
culminating with our management practicum. The material uses Knowledge
Compression,™ special charts, and other proprietary SANS techniques to
help convey the key points of critical slides and keep the information flow
rate at a pace senior executives demand every teaching hour of the course.
The course has been evaluated and approved by CompTIA’s CAQC program
for Security+ 2008 to ensure that managers and their direct reports have a
common baseline for security terminology and concepts. You will be able
to put what you learn into practice the day you get back into the office.

Knowledge Compression™
Maximize your learning potential!
Knowledge Compression™ is an optional add-on feature to a SANS class
that aims to maximize the absorption and long-term retention of large
amounts of data over a relatively short period of time. Through the use
of specialized training materials, in-class reviews, examinations and testtaking instruction, Knowledge Compression™ ensures students have a
solid understanding of the information presented to them. By attending
classes that feature this advanced training product, you will experience
some of the most intense and rewarding training programs SANS has to
offer, in ways that you never thought possible!

DoDD
8140

Meets DoDD 8140 (8570)
Requirements
www.sans.org/8140

“The material presented in MGT512 is excellent and
geared directly to management principles that can
be applied in any organization.”
-Tom Kleis, DoN Civilian

Bundle OnDemand
with this course

Robert Kirtley

Robert Kirtley has over 20 years of management consulting experience with a focus on
providing strategy, operations, and technology infrastructure services in the areas of
compliance, operations, information governance, and security. Robert has managed hundreds
of client engagements, with teams ranging from two people to more than 100. Robert has
focused his career on creating consulting practices that serve law firms and corporate legal
clients. With Deloitte, he created the Strategic Legal Solutions practice to enable the firm to
have a comprehensive practice focused on serving the needs of attorneys with a broad array of
strategy, operations and technology services. With Duff & Phelps, Robert started and built the
Legal Management Consulting practice with an emphasis on supporting corporate legal groups
and law firm clients. Robert also created the Information Security, Governance and Computer
Forensics practices for Kraft Kennedy, a law firm and legal department consulting firm. Robert is
currently consulting on a range of information governance, information management, security
and compliance issues with a range of corporate, government and law firm clients.

SANS Instructor

@RobertNKirtley
For course updates, prerequisites, special notes, or laptop requirements, visit www.sans.org/event/northern-va-reston-spring-2018/courses
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GWEB

DEV522

www.giac.org/gweb

Defending Web Applications Security Essentials
Six-Day Program
Sun, May 20 - Fri, May 25
9:00am - 5:00pm
36 CPEs
Laptop Required
Instructor:
Dr. Johannes Ullrich

Who Should Attend
Application developers
Application security
analysts or managers
Application architects
Penetration testers who are
interested in learning about
defensive strategies
Security professionals who
are interested in learning
about web application
security
Auditors who need to
understand defensive
mechanisms in web
applications
Employees of PCI-compliant
organizations who need to
be trained to comply with
those requirements

This is the course to take if you have to defend web applications!
The quantity and importance of data entrusted to web applications is
growing, and defenders need to learn how to secure those data. Traditional
network defenses, such as firewalls, fail to secure web applications. DEV522
covers the OWASP Top 10 Risks and will help you better understand web
application vulnerabilities, thus enabling you to properly defend your
organization’s web assets.
Mitigation strategies from an infrastructure, architecture, and coding
perspective will be discussed alongside real-world applications that
have been proven to work. The testing aspect of vulnerabilities will also
be covered so that you can ensure your application is tested for the
vulnerabilities discussed in class.
To maximize the benefit for a wider range of audiences, the discussions
in this course will be programming language agnostic. Focus will be
maintained on security strategies rather than coding-level implementation.
DEV522: Defending Web Applications Security Essentials is intended
for anyone tasked with implementing, managing, or protecting web
applications. It is particularly well suited to application security analysts,
developers, application architects, pen testers, auditors who are
interested in recommending proper mitigations for web security issues,
and infrastructure security professionals who have an interest in better
defending their web applications.
The course will also cover additional issues the authors have found to be
important in their day-to-day web application development practices. The
topics that will be covered include:
▐

Infrastructure security

▐

Server configuration

▐

Authentication mechanisms

▐

Application language configuration

▐

Application coding errors like SQL injection and cross-site scripting

▐

Cross-site request forging

▐

Authentication bypass

▐

Web services and related flaws

▐

Web 2.0 and its use of web services

▐

XPATH and XQUERY languages and injection

▐

Business logic flaws

▐

Protective HTTP headers

The course will make heavy use of hands-on exercises and conclude with
a large defensive exercise that reinforces the lessons learned throughout
the week.

“Brilliant! The combination of hands-on exercises and
Q&A streamlines learning like nothing else.”
Bundle OnDemand
with this course

-McKell Gomm, Henry Schein Inc.

As Dean of Research for the SANS Technology Institute, Johannes is currently responsible for the
SANS Internet Storm Center (ISC) and the GIAC Gold program. He founded DShield.org in 2000,
which is now the data collection engine behind the ISC. His work with the ISC has been widely
recognized, and in 2004, Network World named him one of the 50 most powerful people in the
networking industry. Prior to working for SANS, Johannes worked as a lead support engineer
for a web development company and as a research physicist. Johannes holds a PhD in physics
from SUNY Albany and is based in Jacksonville, Florida. His daily podcast summarizes current
security news in a concise format.

Dr. Johannes Ullrich
SANS Senior Instructor
@johullrich
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Register at www.sans.org/reston

|

301-654-SANS (7267)

Bonus Sessions
Enrich your SANS training experience! Evening talks by our instructors and selected
subject-matter experts help you broaden your knowledge, hear from the voices that
matter in computer security, and get the most for your training dollar.

KEYNOTE: OBSESSED: How to Be Wildly Successful
Dr. Eric Cole
Most people want to be successful and achieve their goals, but often struggle getting
to the next level. While having technical knowledge in cybersecurity is important,
there are other tricks that successful people have learned to truly live the life of their
dreams. The cool part is that success leaves clues. Bill Gates and Steve Jobs were
not lucky, but they knew about tips and tricks that very few people take advantage
of. The good news is that these “secrets” can be learned and used to be able to
accomplish anything that you want in life. If you want to accomplish anything, there
are essentially two ways of doing it: (1) make all of the mistakes yourself and slowly
excel or, (2) learn from other people’s mistakes and exponentially propel your life
more quickly than you ever imagined. It does not take months or years to change
your life; it can be done in less than two hours.

Finance Fundamentals:
Building the Business Case for Security
Robert Kirtley
We frequently know what we need to do to enhance the security posture of our
organization and the resources we require to do it. But how do we make the case to
senior management? In this session, we’ll discuss finance basics and terms so we can
start to speak the same language as those who determine whether or not we get the
funding we need to execute our mission. After laying the foundation, we’ll move on to
a discussion about what the key components of a business case are and how to build
one that works in your organization. Finally, we will walk through the preparation
of a sample business case and discuss how to present it in a way that gets you the
resources you need to be successful.

Adversary Emulations: Taking Attack Models
and Penetration Testing to the Next Level
Jorge Orchilles
It is extremely rare that a single vulnerability causes a critical, direct risk to your
entire environment. In reality, it is what the attacker does with the access gained that
matters most. In this presentation we will talk about maturing our attack models to
gain enough intelligence to simulate the Tactics, Techniques, and Procedures of the
adversary against our entire environment. Attackers do not limit themselves to one
application, instead they look at your organization holistically to formulate an attack
that achieves their objectives. We will discuss an adversary emulation framework and
share a case study of it in action.
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SANS Training Formats

Whether you choose to attend a training class live or online, the entire SANS team is
dedicated to ensuring your training experience exceeds expectations.

Live Classroom Instruction
Training Events
Our most recommended format, live SANS training events feature
SANS’s top instructors teaching multiple courses at a single time and
location. This allows for:
• Focused, immersive learning without the distractions of your office
environment
• Direct access to SANS Certified Instructors
• Interacting with and learning from other professionals
• Attending SANS@Night events, NetWars tournaments, vendor
presentations, industry receptions, and many other activities
Our live training events in North America, serving thousands of
students, are held in Orlando, Washington DC, Las Vegas, New Orleans,
and San Diego. Regional events with hundreds of students are held
in most major metropolitan areas during the year. See page 16 for
upcoming training events in North America.

Summits
SANS Summits focus one or two days on a single topic of particular
interest to the community. Speakers and talks are curated to ensure
the greatest applicability to participants.

Community SANS Courses
The same SANS courses, courseware, and labs are taught by up-andcoming instructors in a regional area. Smaller classes allow for more
extensive instructor interaction. No need to travel; commute each day
to a nearby location.

Private Classes
Bring a SANS Certified Instructor to your location
to train a group of your employees in your
own environment. Save on travel and
address sensitive issues or
security concerns in
your own environment.

Online Training
SANS Online successfully
delivers the same measured
learning outcomes to
students at a distance that
we deliver live in classrooms.
More than 30 courses are
available for you to take
whenever or wherever you
want. Thousands of students
take our courses online
and achieve certifications
each year.
Top reasons to take SANS
courses online:
• Learn at your own pace, over
four months
• Spend extra time on complex
topics
• Repeat labs to ensure
proficiency with skills
• Save on travel costs
• Study at home or in your office

Our SANS OnDemand, vLive,
Simulcast, and SelfStudy
formats are backed by
nearly 100 professionals who
ensure we deliver the same
quality instruction online
(including support) as we do
at live training events.

“I am thoroughly pleased with
the OnDemand modality.
From a learning standpoint,
I lose nothing. In fact, the
advantage of setting my
own pace with respect to
balancing work, family, and
training is significant, not to
mention the ability to review
anything that I might have
missed the first time.”
-Kevin E., U.S. Army

“The decision to take five
days away from the office
is never easy, but so rarely
have I come to the end of
a course and had no regret
whatsoever. This was one of
the most useful weeks of my
professional life.”
-Dan Trueman, Novae PLC
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Future Training Events
New York City Winter

New York, NY

San Francisco Spring

San Francisco, CA

Feb 26 - Mar 3
Mar 12-17

Northern VA Spring – Tysons McLean, VA

Mar 17-24

Pen Test Austin

Austin, TX

Mar 19-24

Boston Spring

Boston, MA

Mar 25-30

SANS 2018

Orlando, FL

Apr 3-10

Baltimore Spring

Baltimore, MD

Apr 21-28

Seattle Spring

Seattle, WA

Apr 23-28

Security West

San Diego, CA May 11-18

Northern VA Spring – Reston Reston, VA
Atlanta

Atlanta, GA

May 20-25
May 29 - Jun 3

Rocky Mountain

Denver, CO

Crystal City

Arlington, VA

Jun 4-9

Minneapolis

Minneapolis, MN

Jun 25-30

Vancouver

Vancouver, BC

Jun 25-30

Charlotte

Charlotte, NC

SANSFIRE

Washington, DC Jul 14-21

Boston Summer

Boston, MA

San Antonio

San Antonio, TX

New York City Summer

New York, NY

Aug 13-18

Northern VA – Alexandria

Alexandria, VA

Aug 13-18

Virginia Beach

Virginia Beach, VA

Aug 20-31

Chicago

Chicago, IL

Aug 20-25

San Francisco Summer

San Francisco, CA

Aug 26-31

ICS Security

Orlando, FL

Mar 19-26

Blue Team

Louisville, KY

Apr 23-30

Automotive Cybersecurity

Chicago, IL

May 1-8

DFIR

Austin, TX

Jun 7-14

Security Operations

New Orleans, LA

Security Awareness

Charleston, SC

Jun 18-23

Jul 9-14

Aug 6-11
Aug 6-11

Future Summit Events

Jul 30 - Aug 6
Aug 6-15

Future Community SANS Events
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Local, single-course events are also offered throughout the
year via SANS Community. Visit www.sans.org/community for
up-to-date Community course information.

Hotel Information
Hyatt Regency Reston

1800 Presidents Street
Reston, VA 20190
703-709-1234
www.sans.org/event/northern-va-reston-spring-2018/location
Top 3 reasons to stay at the
Hyatt Regency Reston

Located in the thriving heart of Reston
Town Center, this hotel is surrounded by
more than 50 retail stores, 30 restaurants,
a movie theater, and businesses. As the
only 4-Diamond hotel in Reston, VA it is
the largest, most renowned hotel in the
Dulles Airport Corridor, with a free shuttle
service to and from your terminal. If you
have business or sightseeing plans in
Washington DC, the METRO Silver Line is
just minutes away.

1 No need to factor in daily cab fees
and the time associated with travel to
alternate hotels.
2 By staying at the Hyatt Regency Reston,
you gain the opportunity to further
network with your industry peers and
remain in the center of the activity
surrounding the training event.
3 SANS schedules morning and evening
events at the Hyatt Regency Reston
that you won’t want to miss!

Special Hotel Rates Available
A special discounted rate of $199.00 S/D
will be honored based on space availability.
The group rate is below the prevailing
government per diem. These rates include
high-speed Internet in your room and are
only available through April 27, 2018.

Registration Information
Register online at

www.sans.org/reston
We recommend you register early to ensure you get your
first choice of courses.
Select your course and indicate whether you plan to test for GIAC certification. If the course is
still open, the secure, online registration server will accept your registration. Sold-out courses
will be removed from the online registration. Everyone with Internet access must complete the
online registration form. We do not take registrations by phone.

Use code EarlyBird18 when registering early

Pay Early and Save*
DATE

Pay & enter code by

DISCOUNT

3-28-18 $400.00

DATE

DISCOUNT

4-18-18 $200.00

*Some restrictions apply. Early bird discounts do not apply to Hosted courses.

SANS Voucher Program
Expand your training budget!
Extend your fiscal year. The SANS
Voucher Program provides flexibility and
may earn you bonus funds for training.

www.sans.org/vouchers

Cancellation & Access Policy

If an attendee must cancel, a substitute may attend instead. Substitution requests
can be made at any time prior to the event start date. Processing fees will apply.
All substitution requests must be submitted by email to registration@sans.org.
If an attendee must cancel and no substitute is available, a refund can be issued
for any received payments by May 2, 2018. A credit memo can be requested up
to the event start date. All cancellation requests must be submitted in writing by
mail or fax and received by the stated deadlines. Payments will be refunded by
the method that they were submitted. Processing fees will apply.
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Create a SANS Account today to enjoy these
free resources at www.sans.org/account
Newsletters
NewsBites
Twice-weekly, high-level executive
summaries of the most important news
relevant to cybersecurity professionals.
OUCH!
The world’s leading monthly free
security awareness newsletter designed
for the common computer user.

@RISK: The Consensus Security Alert
A reliable weekly summary of
(1) newly discovered attack vectors,
(2) vulnerabilities with active new
exploits, (3) how recent attacks
worked, and (4) other valuable data.

Webcasts
Ask the Experts Webcasts
SANS experts bring current and timely
information on relevant topics in IT
security.
Analyst Webcasts
A follow-on to the SANS Analyst
Program, Analyst Webcasts provide
key information from our whitepapers
and surveys.

5705 Salem Run Blvd.
Suite 105
Fredericksburg, VA 22407

Save $400 when you pay for any 4-, 5-, or 6-day course and enter the code
“EarlyBird18” by December 27th. www.sans.org/dallas
As the leading provider of information
defense, security, and intelligence training
to military, government, and industry
groups, the SANS Institute is proud to be a
Corporate Member of the AFCEA community.

WhatWorks Webcasts
The SANS WhatWorks webcasts bring
powerful customer experiences showing
how end users resolved specific IT
security issues.
Tool Talks
Tool Talks are designed to give you a
solid understanding of a problem, and
how a vendor’s commercial tool can be
used to solve or mitigate that problem.

Other Free Resources (No portal account is necessary)
• InfoSec Reading Room

• Security Posters

• Top 25 Software Errors

• Thought Leaders

• 20 Critical Controls

• 20 Coolest Careers

• Security Policies

• Security Glossary

• Intrusion Detection FAQs

• SCORE (Security Consensus
Operational Readiness Evaluation)

• Tip of the Day

To be removed from future mailings, please contact unsubscribe@sans.org or (301) 654-SANS (7267). Please include name and complete address. NALT-BRO-Dallas-2018

